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Summary

CVE CVE-2009-3799

State PUBLIC

Assigner psirt@adobe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-10 19:30:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description Integer overflow in the Verifier::parseExceptionHandlers function in Adobe Flash Player before 10.0.42.34 and Adobe AIR before 1.5.3 allows remote attackers to execute arbitrary code via an SWF file with a large exception_count value that triggers memory corruption, related to "generation of ActionScript exception handlers."

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Adobe Air 1.0 All All All

Application Adobe Adobe Air 1.0.1 All All All

Application Adobe Adobe Air 1.1 All All All

Application Adobe Adobe Air 1.5.1 All All All

Application Adobe Adobe Air 1.0 All All All

Application Adobe Adobe Air 1.0.1 All All All

Application Adobe Adobe Air 1.1 All All All

Application Adobe Adobe Air 1.5.1 All All All

Application Adobe Adobe Air All All All All

Application Adobe Flash Player 10.0.0.584 All All All

Application Adobe Flash Player 10.0.12.10 All All All

Application Adobe Flash Player 10.0.12.36 All All All

Application Adobe Flash Player 10.0.22.87 All All All

Application Adobe Flash Player 7.0 All All All

Application Adobe Flash Player 7.0.1 All All All

Application Adobe Flash Player 7.0.25 All All All

Application Adobe Flash Player 7.0.63 All All All
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Application Adobe Flash Player 7.0.63 All All All

Application Adobe Flash Player 7.0.69.0 All All All

Application Adobe Flash Player 7.0.70.0 All All All

Application Adobe Flash Player 7.1 All All All

Application Adobe Flash Player 7.1.1 All All All

Application Adobe Flash Player 7.2 All All All

Application Adobe Flash Player 8 All pro All

Application Adobe Flash Player 8 All professional All

Application Adobe Flash Player 8.0 All All All

Application Adobe Flash Player 8.0 All basic All

Application Adobe Flash Player 8.0 All pro All

Application Adobe Flash Player 8.0.24.0 All All All

Application Adobe Flash Player 8.0.34.0 All All All

Application Adobe Flash Player 8.0.35.0 All All All

Application Adobe Flash Player 8.0.39.0 All All All

Application Adobe Flash Player 9.0 All All All

Application Adobe Flash Player 9.0.112.0 All All All

Application Adobe Flash Player 9.0.114.0 All All All

Application Adobe Flash Player 9.0.115.0 All All All

Application Adobe Flash Player 9.0.124.0 All All All

Application Adobe Flash Player 9.0.155.0 All All All

Application Adobe Flash Player 9.0.159.0 All All All

Application Adobe Flash Player 9.0.16 All All All

Application Adobe Flash Player 9.0.18d60 All All All

Application Adobe Flash Player 9.0.20 All All All

Application Adobe Flash Player 9.0.20.0 All All All

Application Adobe Flash Player 9.0.28 All All All

Application Adobe Flash Player 9.0.28.0 All All All

Application Adobe Flash Player 9.0.31 All All All

Application Adobe Flash Player 9.0.31.0 All All All

Application Adobe Flash Player 9.0.45.0 All All All

Application Adobe Flash Player 9.0.47.0 All All All

Application Adobe Flash Player 9.125.0 All All All

Application Adobe Flash Player 10.0.0.584 All All All

Application Adobe Flash Player 10.0.12.10 All All All

Application Adobe Flash Player 10.0.12.36 All All All
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Application Adobe Flash Player 9.0.47.0 All All All

Application Adobe Flash Player 9.125.0 All All All

Application Adobe Flash Player All All All All
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rhn.redhat.com | Red Hat Support

SecurityTracker.com Archives - Adobe Flash Player Memory Corruption Errors Lets Remote Users Execute Arbitrary Code

SecurityFocus

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

RETIRED: Adobe Flash Player APSB09-19 Multiple Remote Vulnerabilities

Zero Day Initiative

SUSE update for flash-player - Secunia Advisories - Vulnerability Information - Secunia.com

About Security Update 2010-001

Adobe Flash Player Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

APPLE-SA-2010-01-19-1 Security Update 2010-001

1021716

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Community

60889

Adobe - Security Bulletin APSB09-19 Security Advisory for Adobe Flash Player

Repository / Oval Repository

Repository / Oval Repository

Repository / Oval Repository

rhn.redhat.com | Red Hat Support

US-CERT Technical Cyber Security Alert TA09-343A -- Adobe Flash Vulnerabilities Affect Flash Player and Adobe AIR

543857 – (APSB09-19, CVE-2009-3794, CVE-2009-3796, CVE-2009-3797, CVE-2009-3798, CVE-2009-3799, CVE-2009-3800) flash-plugin: multiple code execution flaws (APSB09-19) (CVE-2009-3794, CVE-2009-3796, CVE-2009-3797, CVE-2009-3798, CVE-2009-3799, CVE-2009-3800)

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

[security-announce] SUSE Security Announcement: Flash Player (SUSE-SA:20

SecurityTracker.com Archives - Adobe AIR Memory Corruption Errors Lets Remote Users Execute Arbitrary Code

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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