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Summary

CVE CVE-2009-3840

State PUBLISHED

Assigner hp

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-11-19 00:30:00 UTC

Updated 2026-04-23 00:35:47 UTC

Description The embedded database engine service (aka ovdbrun.exe) in HP OpenView Network Node Manager (OV NNM) 7.51 and 7.53 allows remote attackers to cause a denial of service (daemon crash) via an invalid Error Code field in a packet.

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:N/I:N/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp Openview Network Node Manager 7.51 - hp-ux All

Application Hp Openview Network Node Manager 7.51 - linux All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

None

Integrity

None

Availability

Partial

https://cve.report/
https://cve.report/CVE-2009-3840/mitre
https://cve.report/CVE-2009-3840/nist
https://cve.report/CVE-2009-3840/cve_org
https://cve.report/api/cve/CVE-2009-3840.json
https://cve.report/CVE-2009-3840.pdf
http://cve.report/vendor/hp
http://cve.report/software/hp/openview_network_node_manager


Application Hp Openview Network Node Manager 7.51 - linux All

Application Hp Openview Network Node Manager 7.51 - solaris All

Application Hp Openview Network Node Manager 7.51 - windows All

Application Hp Openview Network Node Manager 7.53 - hp-ux All

Application Hp Openview Network Node Manager 7.53 - linux All

Application Hp Openview Network Node Manager 7.53 - solaris All

Application Hp Openview Network Node Manager 7.53 - windows All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

Full Disclosure: CORE-2009-0814: HP Openview NNM 7.53 Invalid DB Error Code vulnerability

HP OpenView Network Node Manager 'ovdbrun.exe' Denial of Service Vulnerability

HPSBMA02477 SSRT090177 rev.5 - HP OpenView Network Node Manager (OV NNM), Remote Execution of Arbitrary Code, Denial of Service (DoS) - c01926980 - 

osvdb.org/60200

HP Openview NNM 7.53 Invalid DB Error Code vulnerability | CoreLabs Advisories

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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