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Stack-based buffer overflow in SafeNet SoftRemote 10.8.5 (Build 2) and 10.3.5 (Build 6), and possibly other versions befor:
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Safenet-inc Softremote 1.7.1 All All All
Safenet-inc Softremote 1.7.2 All All All
Safenet-inc Softremote 1.7.7 All All All
Safenet-inc Softremote 1.8.1 All All All
Safenet-inc Softremote 1.9.0 All All All
Safenet-inc Softremote 10.3.5 All All All
Safenet-inc Softremote 10.7.7 All All All
Safenet-inc Softremote 10.8.0 All All All
Safenet-inc Softremote 10.8.1 All All All
Safenet-inc Softremote 10.8.2 All All All
Safenet-inc Softremote 10.8.3 All All All
Safenet-inc Softremote 10.8.4 All All All
Safenet-inc Softremote 10.8.5 All All All
Safenet-inc Softremote 10.8.6 All All All
Safenet-inc Softremote 10.8.7 All All All
Safenet-inc Softremote 1.7.1 All All All
Safenet-inc Softremote 1.7.2 All All All
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Application Safenet-inc Softremote 1.7.7 All All All
Application Safenet-inc Softremote 1.8.1 All All All
Application Safenet-inc Softremote 1.9.0 All All All
Application Safenet-inc Softremote 10.3.5 All All All
Application Safenet-inc Softremote 10.7.7 All All All
Application Safenet-inc Softremote 10.8.0 All All All
Application Safenet-inc Softremote 10.8.1 All All All
Application Safenet-inc Softremote 10.8.2 All All All
Application Safenet-inc Softremote 10.8.3 All All All
Application Safenet-inc Softremote 10.8.4 All All All
Application Safenet-inc Softremote 10.8.5 All All All
Application Safenet-inc Softremote 10.8.6 All All All
Application Safenet-inc Softremote 10.8.7 All All All
Application Safenet-inc Softremote All All All All
Reference Source
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

SafeNet SoftRemote Buffer Overflow in Processing Policy Files May Let Local Users Gain Elevated Privileges - SecurityTracker SECTRACI

SecurityFocus BUGTRAQ
Sense of Security - Security Advisory - SOS-09-008 MISC
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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