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Summary

CVE CVE-2009-3864

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-11-05 16:30:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description The Java Update functionality in Java Runtime Environment (JRE) in Sun Java SE in JDK and JRE 5.0 before Update 22 and JDK and JRE 6 before Update 17, when a non-English version of Windows is used, does not retrieve available new JRE versions, which allows remote attackers to leverage vulnerabilities in older releases of this software, aka Bug Id 6869694.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

Application Sun Jdk 1.5.0 update1 All All

Application Sun Jdk 1.5.0 update10 All All

Application Sun Jdk 1.5.0 update11 All All

Application Sun Jdk 1.5.0 update11_b03 All All

Application Sun Jdk 1.5.0 update12 All All

Application Sun Jdk 1.5.0 update13 All All

Application Sun Jdk 1.5.0 update14 All All

Application Sun Jdk 1.5.0 update15 All All

Application Sun Jdk 1.5.0 update16 All All

Application Sun Jdk 1.5.0 update17 All All

Application Sun Jdk 1.5.0 update18 All All

Application Sun Jdk 1.5.0 update19 All All

Application Sun Jdk 1.5.0 update2 All All

Application Sun Jdk 1.5.0 update20 All All

Application Sun Jdk 1.5.0 update21 All All
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Application Sun Jdk 1.5.0 update21 All All

Application Sun Jdk 1.5.0 update3 All All

Application Sun Jdk 1.5.0 update4 All All

Application Sun Jdk 1.5.0 update5 All All

Application Sun Jdk 1.5.0 update6 All All

Application Sun Jdk 1.5.0 update7 All All

Application Sun Jdk 1.5.0 update7_b03 All All

Application Sun Jdk 1.5.0 update8 All All

Application Sun Jdk 1.5.0 update9 All All

Application Sun Jdk 1.6.0 update1 All All

Application Sun Jdk 1.6.0 update10 All All

Application Sun Jdk 1.6.0 update11 All All

Application Sun Jdk 1.6.0 update12 All All

Application Sun Jdk 1.6.0 update13 All All

Application Sun Jdk 1.6.0 update14 All All

Application Sun Jdk 1.6.0 update15 All All

Application Sun Jdk 1.6.0 update16 All All

Application Sun Jdk 1.6.0 update1_b06 All All

Application Sun Jdk 1.6.0 update2 All All

Application Sun Jdk 1.6.0 update3 All All

Application Sun Jdk 1.6.0 update4 All All

Application Sun Jdk 1.6.0 update5 All All

Application Sun Jdk 1.6.0 update6 All All

Application Sun Jdk 1.6.0 update7 All All

Application Sun Jdk 1.6.0 update8 All All

Application Sun Jdk 1.6.0 update9 All All

Application Sun Jdk 1.5.0 update1 All All

Application Sun Jdk 1.5.0 update10 All All

Application Sun Jdk 1.5.0 update11 All All

Application Sun Jdk 1.5.0 update11_b03 All All

Application Sun Jdk 1.5.0 update12 All All

Application Sun Jdk 1.5.0 update13 All All

Application Sun Jdk 1.5.0 update14 All All

Application Sun Jdk 1.5.0 update15 All All

Application Sun Jdk 1.5.0 update16 All All

Application Sun Jdk 1.5.0 update17 All All
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Application Sun Jdk 1.5.0 update18 All All

Application Sun Jdk 1.5.0 update19 All All

Application Sun Jdk 1.5.0 update2 All All

Application Sun Jdk 1.5.0 update20 All All

Application Sun Jdk 1.5.0 update21 All All

Application Sun Jdk 1.5.0 update3 All All

Application Sun Jdk 1.5.0 update4 All All

Application Sun Jdk 1.5.0 update5 All All

Application Sun Jdk 1.5.0 update6 All All

Application Sun Jdk 1.5.0 update7 All All

Application Sun Jdk 1.5.0 update7_b03 All All

Application Sun Jdk 1.5.0 update8 All All

Application Sun Jdk 1.5.0 update9 All All

Application Sun Jdk 1.6.0 update1 All All

Application Sun Jdk 1.6.0 update10 All All

Application Sun Jdk 1.6.0 update11 All All

Application Sun Jdk 1.6.0 update12 All All

Application Sun Jdk 1.6.0 update13 All All

Application Sun Jdk 1.6.0 update14 All All

Application Sun Jdk 1.6.0 update15 All All

Application Sun Jdk 1.6.0 update16 All All

Application Sun Jdk 1.6.0 update1_b06 All All

Application Sun Jdk 1.6.0 update2 All All

Application Sun Jdk 1.6.0 update3 All All

Application Sun Jdk 1.6.0 update4 All All

Application Sun Jdk 1.6.0 update5 All All

Application Sun Jdk 1.6.0 update6 All All

Application Sun Jdk 1.6.0 update7 All All

Application Sun Jdk 1.6.0 update8 All All

Application Sun Jdk 1.6.0 update9 All All

Application Sun Jre 1.5.0 update1 All All

Application Sun Jre 1.5.0 update10 All All

Application Sun Jre 1.5.0 update11 All All

Application Sun Jre 1.5.0 update12 All All

Application Sun Jre 1.5.0 update13 All All

Application Sun Jre 1.5.0 update14 All All
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Application Sun Jre 1.5.0 update14 All All

Application Sun Jre 1.5.0 update15 All All

Application Sun Jre 1.5.0 update16 All All

Application Sun Jre 1.5.0 update17 All All

Application Sun Jre 1.5.0 update18 All All

Application Sun Jre 1.5.0 update19 All All

Application Sun Jre 1.5.0 update2 All All

Application Sun Jre 1.5.0 update20 All All

Application Sun Jre 1.5.0 update21 All All

Application Sun Jre 1.5.0 update3 All All

Application Sun Jre 1.5.0 update4 All All

Application Sun Jre 1.5.0 update5 All All

Application Sun Jre 1.5.0 update6 All All

Application Sun Jre 1.5.0 update7 All All

Application Sun Jre 1.5.0 update8 All All

Application Sun Jre 1.5.0 update9 All All

Application Sun Jre 1.6.0 update10 All All

Application Sun Jre 1.6.0 update11 All All

Application Sun Jre 1.6.0 update12 All All

Application Sun Jre 1.6.0 update13 All All

Application Sun Jre 1.6.0 update14 All All

Application Sun Jre 1.6.0 update15 All All

Application Sun Jre 1.6.0 update16 All All

Application Sun Jre 1.6.0 update4 All All

Application Sun Jre 1.6.0 update5 All All

Application Sun Jre 1.6.0 update6 All All

Application Sun Jre 1.6.0 update7 All All

Application Sun Jre 1.6.0 update8 All All

Application Sun Jre 1.6.0 update9 All All

Application Sun Jre 1.6.0 update_1 All All

Application Sun Jre 1.6.0 update_2 All All

Application Sun Jre 1.6.0 update_3 All All

Application Sun Jre 1.5.0 update1 All All

Application Sun Jre 1.5.0 update10 All All

Application Sun Jre 1.5.0 update11 All All

Application Sun Jre 1.5.0 update12 All All
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Application Sun Jre 1.5.0 update13 All All

Application Sun Jre 1.5.0 update14 All All

Application Sun Jre 1.5.0 update15 All All

Application Sun Jre 1.5.0 update16 All All

Application Sun Jre 1.5.0 update17 All All

Application Sun Jre 1.5.0 update18 All All

Application Sun Jre 1.5.0 update19 All All

Application Sun Jre 1.5.0 update2 All All

Application Sun Jre 1.5.0 update20 All All

Application Sun Jre 1.5.0 update21 All All

Application Sun Jre 1.5.0 update3 All All

Application Sun Jre 1.5.0 update4 All All

Application Sun Jre 1.5.0 update5 All All

Application Sun Jre 1.5.0 update6 All All

Application Sun Jre 1.5.0 update7 All All

Application Sun Jre 1.5.0 update8 All All

Application Sun Jre 1.5.0 update9 All All

Application Sun Jre 1.6.0 update10 All All

Application Sun Jre 1.6.0 update11 All All

Application Sun Jre 1.6.0 update12 All All

Application Sun Jre 1.6.0 update13 All All

Application Sun Jre 1.6.0 update14 All All

Application Sun Jre 1.6.0 update15 All All

Application Sun Jre 1.6.0 update16 All All

Application Sun Jre 1.6.0 update4 All All

Application Sun Jre 1.6.0 update5 All All

Application Sun Jre 1.6.0 update6 All All

Application Sun Jre 1.6.0 update7 All All

Application Sun Jre 1.6.0 update8 All All

Application Sun Jre 1.6.0 update9 All All

Application Sun Jre 1.6.0 update_1 All All

Application Sun Jre 1.6.0 update_2 All All

Application Sun Jre 1.6.0 update_3 All All
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Repository / Oval Repository OVAL

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Sun Java SE November 2009 Multiple Security Vulnerabilities BID

Java SE 6 Update 17 Release Notes. CONFIRM

#269868: The Java Update Mechanism on Non-English Versions Does Not Update the JRE When a New Version is Available SUNALERT

[security-announce] SUSE Security Announcement: Sun Java 6 (SUSE-SA:2009 SUSE

Sun Java JDK / JRE Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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