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The Java Web Start Installer in Sun Java SE in JDK and JRE 6 before Update 17 does not properly use security model per
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type
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Application

Application

Vendor Product Version Update Edition Language
Sun Jdk 1.6.0 update_1 All All
Sun Jdk 1.6.0 update_10 All All
Sun Jdk 1.6.0 update_11 All All
Sun Jak 1.6.0 update_12 All All
Sun Jak 1.6.0 update_13 All All
Sun Jak 1.6.0 update_14 All All
Sun Jak 1.6.0 update_15 All All
Sun Jak 1.6.0 update_16 All All
Sun Jdk 1.6.0 update_3 All All
Sun Jdk 1.6.0 update_4 All All
Sun Jdk 1.6.0 update_5 All All
Sun Jdk 1.6.0 update_6 All All
Sun Jdk 1.6.0 update_7 All All
Sun Jdk 1.6.0 update_8 All All
Sun Jdk 1.6.0 update_9 All All
Sun Jdk 1.6.0 update_1 All All
Sun Jdk 1.6.0 update 10 All All
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Application Sun Jre 1.6.0 update_15 All All
Application Sun Jre 1.6.0 update_16 All All
Application Sun Jre 1.6.0 update_2 All All
Application Sun Jre 1.6.0 update_3 All All
Application Sun Jre 1.6.0 update_4 All All
Application Sun Jre 1.6.0 update_5 All All
Application Sun Jre 1.6.0 update_6 All All
Application Sun Jre 1.6.0 update_7 All All
Application Sun Jre 1.6.0 update_8 All All
Application Sun Jre 1.6.0 update_9 All All
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Gentoo updates for sun-jre-bin, sun-jdk, blackdown-jre, blackdown-jdk, and emul-linux-x86-java - Secunia Advisories - Vulnerability Informatio
APPLE-SA-2009-12-03-2 Java for Mac OS X 10.5 Update 6

SUSE update for java-1_6_0-sun - Secunia Advisories - Vulnerability Information - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Repository / Oval Repository

Zero Day Initiative

About the security content of Java for Mac OS X 10.5 Update 6

Gentoo Linux Documentation -- Sun JDK/JRE: Multiple vulnerabilites

Apple Mac OS X update for Java - Secunia Advisories - Vulnerability Information - Secunia.com

Sun Java SE November 2009 Multiple Security Vulnerabilities

Support

Java SE 6 Update 17 Release Notes.

Red Hat update for java-1.6.0-ibm - Secunia Advisories - Vulnerability Information - Secunia.com

About the security content of Java for Mac OS X 10.6 Update 1

[security-announce] SUSE Security Announcement: Sun Java 6 (SUSE-SA:2009

"[security bulletin] HPSBMU02799 SSRT100867 rev.1 - HP Network Node Manager i (NNMi) v9.0x Running JD' - MARC
APPLE-SA-2009-12-03-1 Java for Mac OS X 10.6 Update 1

Sun Java JDK / JRE Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

#269870: Security Vulnerability in the Java Web Start Installer May be Leveraged to Allow Untrusted Java Web Start Application to Run As Tri
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There are currently no legacy QID mappings associated with this CVE.
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