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CVE-2009-3885

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Windows from Microsoft contain the following
vulnerability:

Sun Java SE 5.0 before Update 22 and 6 before Update 17 on
Windows allows remote attackers to cause a denial of service via a
BMP file containing a link to a UNC share pathname for an
International Color Consortium (ICC) profile file, probably a related
issue to CVE-2007-2789, aka Bug Id 6632445.

CVSS2 Score: 5 - MEDIUM
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CVE References

Description Tags Link

Advisories | Mandriva www.mandriva.com

text/html

 MANDRIVA MDVSA-2010:084

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:7094

Java SE 6 Update 17 Release Notes. java.sun.com

text/html

 CONFIRM
java.sun.com/javase/6/webnotes/6u17.html

JDK 5.0u22 Release Notes java.sun.com

text/html

 CONFIRM
java.sun.com/j2se/1.5.0/ReleaseNotes.html

Bug 530114 – CVE-2009-3885 OpenJDK BMP parsing DoS with UNC
ICC links (6632445)

bugzilla.redhat.com

text/html

 CONFIRM
bugzilla.redhat.com/show_bug.cgi?
id=530114

CVE-2009-3885 has been assigned by  secalert@redhat.com to track the vulnerability

 �

�

https://cve.report/
https://cve.report/CVE-2009-3885/mitre
https://cve.report/CVE-2009-3885/nist
https://cve.report/CVE-2009-3885/cve_org
https://cve.report/CVE-2009-3885.pdf
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.mandriva.com/security/advisories?name=MDVSA-2010:084
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A7094
http://java.sun.com/javase/6/webnotes/6u17.html
http://java.sun.com/j2se/1.5.0/ReleaseNotes.html
https://bugzilla.redhat.com/show_bug.cgi?id=530114


By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Microsoft Windows All All All All

Operating
System

Microsoft Windows All All All All

Application Sun Jre 1.5.0 update_1 All All

Application Sun Jre 1.5.0 update_11 All All

Application Sun Jre 1.5.0 update_12 All All

Application Sun Jre 1.5.0 update_13 All All

Application Sun Jre 1.5.0 update_14 All All

Application Sun Jre 1.5.0 update_15 All All

Application Sun Jre 1.5.0 update_16 All All

Application Sun Jre 1.5.0 update_17 All All

Application Sun Jre 1.5.0 update_18 All All

Application Sun Jre 1.5.0 update_19 All All

Application Sun Jre 1.5.0 update_2 All All

Application Sun Jre 1.5.0 update_20 All All

Application Sun Jre 1.5.0 update_3 All All

Application Sun Jre 1.5.0 update_4 All All

Application Sun Jre 1.5.0 update_5 All All

Application Sun Jre 1.5.0 update_6 All All

Application Sun Jre 1.5.0 update_7 All All

Application Sun Jre 1.5.0 update_8 All All

Application Sun Jre 1.5.0 update_9 All All

Application Sun Jre 1.6.0 update_1 All All

Application Sun Jre 1.6.0 update_10 All All

Application Sun Jre 1.6.0 update_11 All All

Application Sun Jre 1.6.0 update_12 All All

Application Sun Jre 1.6.0 update_13 All All

Application Sun Jre 1.6.0 update_14 All All
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Application Sun Jre 1.6.0 update_14 All All

Application Sun Jre 1.6.0 update_15 All All

Application Sun Jre 1.6.0 update_2 All All

Application Sun Jre 1.6.0 update_3 All All

Application Sun Jre 1.6.0 update_4 All All

Application Sun Jre 1.6.0 update_5 All All

Application Sun Jre 1.6.0 update_6 All All

Application Sun Jre 1.6.0 update_7 All All

Application Sun Jre 1.6.0 update_8 All All

Application Sun Jre 1.6.0 update_9 All All

Application Sun Jre 1.6.0_0 All All All

Application Sun Jre 1.6.0_10 All All All

Application Sun Jre 1.5.0 update_1 All All

Application Sun Jre 1.5.0 update_11 All All

Application Sun Jre 1.5.0 update_12 All All

Application Sun Jre 1.5.0 update_13 All All

Application Sun Jre 1.5.0 update_14 All All

Application Sun Jre 1.5.0 update_15 All All

Application Sun Jre 1.5.0 update_16 All All

Application Sun Jre 1.5.0 update_17 All All

Application Sun Jre 1.5.0 update_18 All All

Application Sun Jre 1.5.0 update_19 All All

Application Sun Jre 1.5.0 update_2 All All

Application Sun Jre 1.5.0 update_20 All All

Application Sun Jre 1.5.0 update_3 All All

Application Sun Jre 1.5.0 update_4 All All

Application Sun Jre 1.5.0 update_5 All All

Application Sun Jre 1.5.0 update_6 All All

Application Sun Jre 1.5.0 update_7 All All

Application Sun Jre 1.5.0 update_8 All All

Application Sun Jre 1.5.0 update_9 All All

Application Sun Jre 1.6.0 update_1 All All

Application Sun Jre 1.6.0 update_10 All All

Application Sun Jre 1.6.0 update_11 All All

Application Sun Jre 1.6.0 update_12 All All

Application Sun Jre 1.6.0 update_13 All All
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Application Sun Jre 1.6.0 update_14 All All

Application Sun Jre 1.6.0 update_15 All All

Application Sun Jre 1.6.0 update_2 All All

Application Sun Jre 1.6.0 update_3 All All

Application Sun Jre 1.6.0 update_4 All All

Application Sun Jre 1.6.0 update_5 All All

Application Sun Jre 1.6.0 update_6 All All

Application Sun Jre 1.6.0 update_7 All All

Application Sun Jre 1.6.0 update_8 All All

Application Sun Jre 1.6.0 update_9 All All

Application Sun Jre 1.6.0_0 All All All

Application Sun Jre 1.6.0_10 All All All

Application Sun Jre All update_21 All All

Application Sun Jre All update_16 All All

cpe:2.3:o:microsoft:windows:*:*:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows:*:*:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_1:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_11:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_12:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_13:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_14:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_15:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_16:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_17:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_18:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_19:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_2:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_20:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_3:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_4:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_5:*:*:*:*:*:*:
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cpe:2.3:a:sun:jre:1.5.0:update_6:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_7:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_8:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_9:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_1:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_10:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_11:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_12:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_13:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_14:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_15:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_2:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_3:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_4:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_5:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_6:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_7:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_8:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_9:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0_0:*:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0_10:*:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_1:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_11:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_12:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_13:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_14:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_15:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_16:*:*:*:*:*:*:



cpe:2.3:a:sun:jre:1.5.0:update_17:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_18:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_19:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_2:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_20:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_3:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_4:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_5:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_6:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_7:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_8:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.5.0:update_9:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_1:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_10:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_11:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_12:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_13:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_14:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_15:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_2:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_3:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_4:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_5:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_6:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_7:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_8:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_9:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0_0:*:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0_10:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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