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CVE CVE-2009-3895
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2009-11-20 18:30:00 UTC
Updated 2023-11-07 02:04:00 UTC
Description Heap-based buffer overflow in the exif_entry_fix function (aka the tag fixup routine) in libexif/exif-entry.c in libexif 0.6.18 allo
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Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Libexif Project Libexif 0.6.18 All All All
Application Libexif Project Libexif 0.6.18 All All All

References

Reference Source
IBM X-Force Exchange XF
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
59956 OSsvDB
libexif 'exif-entry.c' Tag Format Conversion Heap Buffer Overflow Vulnerability BID
293190 — <media-libs/libexif-0.6.19: Heap-based buffer overflow (CVE-2009-3895) CONFIRM

libexif "exif_entry_fix()" Buffer Overflow Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com  SECUNIA

oss-security - CVE assignment (libexif) MLIST
SourceForge.net Repository - [libexif] Contents of /libexif/ NEWS CONFIRM
SourceForge.net: EXIF Tag Parsing Library: MLIST

#557137 - libexif: CVE-2009-3895: heap buffer overflow when processing certain images - Debian Bug report logs ~ CONFIRM
CVE Program record CVE.ORG

NVD vulnerability detail NVD

Link

exchange.
www.vuper
www.osvdk
www.secur
bugs.gento
secunia.co
WWW.open\
libexif.cvs.s
sourceforgt
bugs.debia
WWW.Cve.o

nvd.nist.go


https://cve.report/
https://cve.report/CVE-2009-3895/mitre
https://cve.report/CVE-2009-3895/nist
https://cve.report/CVE-2009-3895/cve_org
https://cve.report/CVE-2009-3895.pdf
http://cve.report/vendor/libexif_project
http://cve.report/software/libexif_project/libexif
http://cve.report/vendor/libexif_project
http://cve.report/software/libexif_project/libexif
https://exchange.xforce.ibmcloud.com/vulnerabilities/54275
http://www.vupen.com/english/advisories/2009/3243
http://www.osvdb.org/59956
http://www.securityfocus.com/bid/37022
http://bugs.gentoo.org/show_bug.cgi?id=293190
http://secunia.com/advisories/37378
http://www.openwall.com/lists/oss-security/2009/11/19/2
http://libexif.cvs.sourceforge.net/viewvc/libexif/libexif/NEWS?view=markup&pathrev=libexif-0_6_19-release
http://sourceforge.net/mailarchive/message.php?msg_name=20091113072359.GA22681%2540coneharvesters.com
http://bugs.debian.org/557137
https://www.cve.org/CVERecord?id=CVE-2009-3895
https://nvd.nist.gov/vuln/detail/CVE-2009-3895
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Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2009-11-283 Tomas Hoger Not vulnerable. This issue did not affect the versions of libexif as shipped with Red Hat Enterpr
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Legacy QID Mappings

500288 Alpine Linux Security Update for libexif
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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