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CVE-2009-3934

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVENAAC MYALLNIC N/ LENFAP

Certain versions of Chrome from Google contain the following
vulnerability:

The WebFrameLoaderClient::dispatchDidChangelLocationWithinPage
function in src/webkit/glue/webframeloaderclient_impl.cc in Google
Chrome before 3.0.195.32 allows user-assisted remote attackers to
cause a denial of service via a page-local link, related to an "empty
redirect chain," as demonstrated by a message in Yahoo! Mail.

CVE-2009-3934 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~4.3-MEDIUM

Access Access Authentication
Vector Complexity

[NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Webmail : Solution de messagerie | www.vupen.com | (3 VUPEN ADV-2011-0212

professionnelle - OVHcloud- OVH

Issue 22205 - chromium - Chrome: Crash (Z) CONFIRM code.google.com/p/chromium/issues/detai

Report - Stack Signature:

WebKit::WebURL::WebURL(WebKit::WebURL

const &)-3DBOFD - Project Hosting on Google

Code

ViewVC Exception () CONFIRM
src.chromium.org/viewvc/chrome/branches/195/src/webk

r1=307728r2=30771
IBM X-Force Exchange € XF googlechrome-webframeloader-dos(54296)


https://cve.report/
https://cve.report/CVE-2009-3934/mitre
https://cve.report/CVE-2009-3934/nist
https://cve.report/CVE-2009-3934/cve_org
https://cve.report/CVE-2009-3934.pdf
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.vupen.com/english/advisories/2011/0212
http://code.google.com/p/chromium/issues/detail?id=22205
http://src.chromium.org/viewvc/chrome/branches/195/src/webkit/glue/webframeloaderclient_impl.cc?r1=30772&r2=30771
https://exchange.xforce.ibmcloud.com/vulnerabilities/54296

Google Chrome Releases: Stable Channel & CONFIRM googlechromereleases.blogspot.com/200¢

Update

[chrome] Revision 30772 () CONFIRM src.chromium.org/viewvc/chrome?view=re

text/html

[security-announce] SUSE Security Summary 9 SUSE SUSE-SR:2011:002
Report: SUSE-SR:2011:002

that occurs when we get into text/html

Issue 326015: First attempt at fixing a crash & CONFIRM codereview.chromium.org/326015
WebFrameLoaderCl... - Code Review

SUSE update for Multiple Packages - { SECUNIA 43068

Secunia.com
(7) OSVDB 59744

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

/|

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Google Chrome 0.2.149.27 All All All
Application Google Chrome 0.2.149.29 All All All
Application Google Chrome 0.2.149.30 All All All
Application Google Chrome 0.2.152.1 All All All
Application Google Chrome 0.2.153.1 All All All
Application Google Chrome 0.3.154.0 All All All
Application Google Chrome 0.3.154.3 All All All
Application Google Chrome 0.4.154.18 All All All
Application Google Chrome 0.4.154.22 All All All
Application Google Chrome 0.4.154.31 All All All
Application Google Chrome 0.4.154.33 All All All
Application Google Chrome 1.0.154.36 All All All
Application Google Chrome 1.0.154.39 All All All
Application Google Chrome 1.0.154.42 All All All
Application Google Chrome 1.0.154.43 All All All
Application Google Chrome 1.0.154.46 All All All
Aoplication Gooale Chrome 1.0.154.48 All All All
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dkukakak ok akak.

cpe:2.3:a:google:chrome:0.2.149.30:**:*:*:*:*:*:

Kk kKKK Lk,

cpe:2.3:a:google:chrome:0.2.152. 1% *:*:

cpe:2.3:a:google:chrome:0.2.153.1 " ™

Kk kKK kLK,

cpe:2.3:a:google:chrome:0.3.154.0: " :™:

cpe:2.3:a:google:chrome:0.3.154 . 3: "

dkak kR ok akak.

cpe:2.3:a:google:chrome:0.4.154.18:**:***:*:

Lk kR kR akak.

cpe:2.3:a:google:chrome:0.4.154.22::*:*:***:*:

LRk kR kR k.

cpe:2.3:a:google:chrome:0.4.154.31:******:*:

LRk ak kR akak.

cpe:2.3:a:google:chrome:1.0.154.36::*:*:**:*:*:

Lk kR kR akak.

cpe:2.3:a:google:chrome:1.0.154.39: ™ *:*:*:

sk ok ak ok akakak.

cpe:2.3:a:google:chrome:1.0.154.42: = *:*:*:

cpe:2.3:a:google:chrome:2.0.156.1:":*:* " ":*:

cpe:2.3:a:google:chrome:2.0.157.0:":* "

cpe:2.3:a:google:chrome:2.0.157.2:%:* """

aKLk kLK LK LKLk,

cpe:2.3:a:google:chrome:2.0.158.0:"::* " *:*:

ARk LKLk LK LKLk,

cpe:2.3:a:google:chrome:2.0.159.0:": 7 :*:*:

cpe:2.3:a:google:chrome:2.0.169.0:*:* 7 :*:*:

Ak kKK LKLk Lk,

cpe:2.3:a:google:chrome:2.0.169.1: " :*:*:

cpe:2.3:a:google:chrome:2.0.170.0:":* "

AkLkLk kKR ok,

cpe:2.3:a:google:chrome:2.0.172:** "



cpe:2.3:a:google:chrome:2.0.172.2:* 7 :*:*:

Lk Lk k kR akuk.

cpe:2.3:a:google:chrome:2.0.172.27:****:**:

LRk kR ok ak k.

cpe:2.3:a:google:chrome:2.0.172.33::*:*:**:*:*:

LRk ak kR akak.

cpe:2.3:a:google:chrome:2.0.172.37:******:*:

LRk ak kR akak.

cpe:2.3:a:google:chrome:2.0.172.38::*:*:**:*:*:

cpe:2.3:a:google:chrome:2.0.172.8:*** " **:*:

Kk kKK kK,

cpe:2.3:a:google:chrome:3.0.182.2:***:***:*:

cpe:2.3:a:google:chrome:3.0.190.2:******:*:

Kk ok akak k.

cpe:2.3:a:google:chrome:3.0.193.2:beta:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:0.2.152.1: %% ":*:

cpe:2.3:a:google:chrome:0.2.153.1: %" ":*:

cpe:2.3:a:google:chrome:0.3.154.0:":*: " ™

cpe:2.3:a:google:chrome:0.3.154.3:": " ™

dkkakkakakak.

cpe:2.3:a:google:chrome:0.4.154 .31 **:*:*:

N I

cpe:2.3:a:google:chrome:0.4.154 .33 " *:*:

N

cpe:2.3:a:google:chrome:1.0.154.36:*:*:*:*:*:*:*:

O

cpe:2.3:a:google:chrome:1.0.154.42:* " *:*:

dk Lk ak Lk akakuk.

cpe:2.3:a:google:chrome:1.0.154.43: " *:*:

dk Lk ak Lk akakuk.

cpe:2.3:a:google:chrome:1.0.154.46:*:** " *:*:

dkk Lk ak Lk ukuk.

cpe:2.3:a:google:chrome:1.0.154.48:*:****:*:*:



dk Lk ak kR akak.

cpe:2.3:a:google:chrome:1.0.154 .52 ****:**:

dkak kR Lk akak.

cpe:2.3:a:google:chrome:1.0.154 .53 ***:**:

LRk kR ok akak.

cpe:2.3:a:google:chrome:1.0.154.65::*:*:**:*:*:

Kk kKK kLK,

cpe:2.3:a:google:chrome:2.0.156.1 " " *:™:

cpe:2.3:a:google:chrome:2.0.157.0:* " **:™:

Kk kKK kK,

cpe:2.3:a:google:chrome:2.0.157.2:* "% ™:
cpe:2.3:a:google:chrome:2.0.158.0:*:*:*:**:*:*:
cpe:2.3:a:google:chrome:2.0.159.0:* " *:*:*:

Kk kKK kK,

cpe:2.3:a:google:chrome:2.0.169.0:*:*:***:*:*:

cpe:2.3:a:google:chrome:2.0.169.1: " ":*:

cpe:2.3:a:google:chrome:2.0.170.0:": "%

dkkakkakakak.

cpe:2.3:a:google:chrome:2.0.172.38:*:* %" *:*:

akLk kLK LK LKLk,

cpe:2.3:a:google:chrome:2.0.172.8:*:*:** " ":*:

cpe:2.3:a:google:chrome:3.0.182.2:%:*:***:*:*:

cpe:2.3:a:google:chrome:3.0.190.2:*:*:***:*:*:

dkkakukakakakak,

cpe:2.3:a:google:chrome:*:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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