CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2009-3958

MITRE NVD CVE.ORG Print: PDF %5

CVE-2009-3958

PUBLIC

psirt@adobe.com

CVE Program / NVD first with legacy fallback
2010-01-13 19:30:00 UTC

2018-10-30 16:25:00 UTC

Multiple stack-based buffer overflows in the NOS Microsystems getPlus Helper ActiveX control before 1.6.2.49 in gp.ocx in

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Adobe Acrobat 3.0 All All All
Adobe Acrobat 3.1 All All All
Adobe Acrobat 4.0 All All All
Adobe Acrobat 4.05 All All All
Adobe Acrobat 4.0.5a All All All
Adobe Acrobat 4.0.5¢c All All All
Adobe Acrobat 5.0 All All All
Adobe Acrobat 5.0.10 All All All
Adobe Acrobat 5.0.5 All All All
Adobe Acrobat 5.0.6 All All All
Adobe Acrobat 6.0 All All All
Adobe Acrobat 6.0.1 All All All
Adobe Acrobat 6.0.2 All All All
Adobe Acrobat 6.0.3 All All All
Adobe Acrobat 6.0.4 All All All
Adobe Acrobat 6.0.5 All All All
Adobe Acrobat 6.0.6 All All All
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uperatng Sysiem Apple viac Us A All All All All
Operating System Microsoft Windows All All All All
Operating System Microsoft Windows All All All All
Operating System Unix Unix All All All All
Operating System Unix Unix All All All All
Reference Source Lii
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN wv
Adobe - Security Bulletin APSB10-02 Security updates available for Adobe Reader and Acrobat CONFIRM wv
[security-announce] SUSE Security Announcement: acoread (SUSE-SA:2010:00 SUSE lisi
VU#773545 - NOS Microsystems Adobe getPlus Helper ActiveX control stack buffer overflows CERT-VN wv

Adobe Acrobat and Adobe Reader Flaws Lets Remote Users Execute Arbitrary Code and Deny Service - SecurityTracker SECTRACK wv

NOS Microsystems getPlus Help ActiveX Control Stack Buffer Overflow Vulnerabilities BID wv
IBM X-Force Exchange XF ex
US-CERT Technical Cyber Security Alert TA10-013A -- Adobe Reader and Acrobat Vulnerabilities CERT wv
Repository / Oval Repository OVAL ov
CVE Program record CVE.ORG wv
NVD vulnerability detail NVD nv
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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