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Summary

CVE CVE-2009-3960

State PUBLIC

Assigner psirt@adobe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-02-15 18:30:00 UTC

Updated 2017-08-16 01:29:00 UTC

Description Unspecified vulnerability in BlazeDS 3.2 and earlier, as used in LiveCycle 8.0.1, 8.2.1, and 9.0, LiveCycle Data Services 2.5.1, 2.6.1, and 3.0, Flex Data Services 2.0.1, and ColdFusion 7.0.2, 8.0, 8.0.1, and 9.0, allows remote attackers to obtain sensitive information via vectors that are associated with a request, and related to injected tags and external entity references in XML documents.

Risk And Classification

EPSS: 0.901070000 probability, percentile 0.995870000 (date 2026-04-15)

CISA KEV: Listed on 2022-03-07; due 2022-09-07; ransomware use Known

Problem Types: NVD-CWE-noinfo

CISA Known Exploited Vulnerability

Vendor Adobe

Product BlazeDS

Name Adobe BlazeDS Information Disclosure Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2009-3960

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Blazeds All All All All

Application Adobe Coldfusion 7.0.2 All All All

Application Adobe Coldfusion 8.0 All All All

Application Adobe Coldfusion 8.0.1 All All All

Application Adobe Coldfusion 9.0 All All All

Application Adobe Coldfusion 7.0.2 All All All

Application Adobe Coldfusion 8.0 All All All

Application Adobe Coldfusion 8.0.1 All All All
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Application Adobe Coldfusion 8.0.1 All All All

Application Adobe Coldfusion 9.0 All All All

Application Adobe Flex Data Services 2.0.1 All All All

Application Adobe Flex Data Services 2.0.1 All All All

Application Adobe Lifecycle 8.0.1 All All All

Application Adobe Lifecycle 8.2.1 All All All

Application Adobe Lifecycle 9.0 All All All

Application Adobe Lifecycle 8.0.1 All All All

Application Adobe Lifecycle 8.2.1 All All All

Application Adobe Lifecycle 9.0 All All All

Application Adobe Lifecycle Data Services 2.5.1 All All All

Application Adobe Lifecycle Data Services 2.6.1 All All All

Application Adobe Lifecycle Data Services 3.0 All All All

Application Adobe Lifecycle Data Services 2.5.1 All All All

Application Adobe Lifecycle Data Services 2.6.1 All All All

Application Adobe Lifecycle Data Services 3.0 All All All

References

Reference Source Link

Adobe (Multiple Products) - XML Injection File Content Disclosure - XML webapps Exploit EXPLOIT-DB www.exploit-db.com

Adobe Products XML Processing Information Disclosure - Advisories - Community SECUNIA secunia.com

Adobe BlazeDS XML and XML External Entity Injection Vulnerabilities BID www.securityfocus.com

Adobe - Security Bulletins: APSB10-05 Security update available for BlazeDS CONFIRM www.adobe.com

62292 OSVDB www.osvdb.org

SecurityTracker.com Archives - Adobe BlazeDS Unspecified Flaw Lets Remote Users Access Files on the Target System SECTRACK securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

CISA Known Exploited Vulnerabilities catalog CISA www.cisa.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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