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CVE-2009-3978

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCNIENAP Certain versions of Firefox from Mozilla contain the following
’ vulnerability:

The nsGlIFDecoder2::GifWrite function in
decoders/qgif/nsGlIFDecoder2.cpp in libprOn in Mozilla Firefox before
3.5.5 allows remote attackers to cause a denial of service (NULL
pointer dereference and application crash) via an animated GIF file
with a large image size, a different vulnerability than CVE-2009-3373.

CVE-2009-3978 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~4.3-MEDIUM

Access Access Authentication
Vector Complexity

[NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Mozilla fixes critical bugs with Firefox 3.5.5 - The H Open Source:  [[ZTEH (@ MISC www.h-

News and Features online.com/open/news/item/Mozilla-fixes-critical-
bugs-with-Firefox-3-5-5-852070.html

mozilla-1.9.1: changeset (7) CONFIRM hg.mozilla.org/releases/mozilla-

26518:edf189567edc4e7984f111709b9a1c58cf6eabed 1.9.1/rev/edf189567edc

Releases/Firefox 3.5.5/Test Plan - MozillaWiki [ Patch | (3 CONFIRM
wiki.mozilla.org/Releases/Firefox_3.5.5/Test_Plan
tsxtitml |

525326 — Crashes in gif decoder [@ xul.dll@0x348945][@ (%) CONFIRM bugzilla.mozilla.org/show_bug.cgi?

xul.dll@0x348864][@nsGIFDecoder2::GifWrite(unsigned char [ text/html | id=525326

const*, unsigned int)]


https://cve.report/
https://cve.report/CVE-2009-3978/mitre
https://cve.report/CVE-2009-3978/nist
https://cve.report/CVE-2009-3978/cve_org
https://cve.report/CVE-2009-3978.pdf
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.h-online.com/open/news/item/Mozilla-fixes-critical-bugs-with-Firefox-3-5-5-852070.html
http://hg.mozilla.org/releases/mozilla-1.9.1/rev/edf189567edc
https://wiki.mozilla.org/Releases/Firefox_3.5.5/Test_Plan
https://bugzilla.mozilla.org/show_bug.cgi?id=525326

Mozilla Firetox 3.5.5 Release Notes | Patch | @ MISC www.mozilla.com/en-
US/firefox/3.5.5/releasenotes/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 0.1 All All All
Application Mozilla Firefox 0.10 All All All
Application Mozilla Firefox 0.10.1 All All All
Application Mozilla Firefox 0.2 All All All
Application Mozilla Firefox 0.3 All All All
Application Mozilla Firefox 0.4 All All All
Application Mozilla Firefox 0.5 All All All
Application Mozilla Firefox 0.6 All All All
Application Mozilla Firefox 0.6.1 All All All
Application Mozilla Firefox 0.7 All All All
Application Mozilla Firefox 0.7.1 All All All
Application Mozilla Firefox 0.8 All All All
Application Mozilla Firefox 0.9 All All All
Application Mozilla Firefox 0.9 rc All All
Application Mozilla Firefox 0.9.1 All All All
Application Mozilla Firefox 0.9.2 All All All
Application Mozilla Firefox 0.9.3 All All All
Application Mozilla Firefox 1.0 All All All
Application Mozilla Firefox 1.0 preview_release All All
Application Mozilla Firefox 1.0.1 All All All
Application Mozilla Firefox 1.0.2 All All All
Application Mozilla Firefox 1.0.3 All All All
Application Mozilla Firefox 1.0.4 All All All
Application Mozilla Firefox 1.0.5 All All All
Application Mozilla Firefox 1.0.6 All All All

Application Mozilla Firefox 1.0.7 All All All
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cpe:2.3:a:mozilla:firefox:1.0:*: %"

cpe:2.3:a:mozilla:firefox:1.0. 1 ™

cpe:2.3:a:mozilla:firefox:1.0.2

Rk ok kKKK,

cpe:2.3:a:mozilla:firefox:1.0.3: 7 :*:

cpe:2.3:a:mozilla:firefox:1.0.4:*:*****:*:
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cpe:2.3:a:mozilla:firefox:1.0.5:*:* "

cpe:2.3:a:mozilla:firefox:1.0.6:*:*:*:*: "

cpe:2.3:a:mozilla:firefox:1.0.7:%:* "

cpe:2.3:a:mozilla:firefox:1.0.8:*:* "

cpe:2.3:a:mozilla:firefox:1.4.1:%: "

cpe:2.3:a:mozilla:firefox:1.5:%* "

Skukakakukak.

cpe:2.3:a:mozilla:firefox:1.5:betat :*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.5.0.1 %"

akLk kKKK Lk,

cpe:2.3:a:mozilla:firefox:1.5.0.10:*:":*

akLkLk kKKK,

cpe:2.3:a:mozilla:firefox:1.5.0.11:%:* "

akLk kKK kK,

cpe:2.3:a:mozilla:firefox:1.5.0.12:%:*:

cpe:2.3:a:mozilla:firefox:1.5.0.2:% %

cpe:2.3:a:mozilla:firefox:1.5.0.3:*:*:*:*

cpe:2.3:a:mozilla:firefox:1.5.0.4:*

cpe:2.3:a:mozilla:firefox:1.5.0.5:* %

cpe:2.3:a:mozilla:firefox:1.5.0.6:*:*:*:***:*:

cpe:2.3:a:mozilla:firefox:1.5.0.7: ™

cpe:2.3:a:mozilla:firefox:1.5.0.8: 7 :*:

cpe:2.3:a:mozilla:firefox:1.5.0.9: 7 :*:

cpe:2.3:a:mozilla:firefox:1.5. 1 ™

cpe:2.3:a:mozilla:firefox:1.5.2: 7 ™

cpe:2.3:a:mozilla:firefox:1.5.3: " *:

cpe:2.3:a:mozilla:firefox:1.5.4: %

cpe:2.3:a:mozilla:firefox:1.5.5:****:*:*:

cpe:2.3:a:mozilla:firefox:1.5.6: " *:

cpe:2.3:a:mozilla:firefox:1.5.7:** %™

cpe:2.3:a:mozilla:firefox:1.5.8:****:*:*:



cpe:2.3:a:mozilla:firefox:1.8:*:*: "

cpe:2.3:a:mozilla:firefox:2.0:*:*: "

cpe:2.3:a:mozilla:firefox:2.0.0.1 %"

cpe:2.3:a:mozilla:firefox:2.0.0.2:*:* "
cpe:2.3:a:mozilla:firefox:2.0.0.3:*:*:*:*
cpe:2.3:a:mozilla:firefox:2.0.0.4:*:* "
cpe:2.3:a:mozilla:firefox:2.0.0.5:** "
cpe:2.3:a:mozilla:firefox:2.0.0.6:*:*:*:*
cpe:2.3:a:mozilla:firefox:2.0.0. 7%
cpe:2.3:a:mozilla:firefox:2.0.0.8:*:*:*:***::
cpe:2.3:a:mozilla:firefox:2.0.0.9:*:*:*:*
cpe:2.3:a:mozilla:firefox:3.0:*:*:
cpe:2.3:a:mozilla:firefox:3.0.5:*:****:*:*:
cpe:2.3:a:mozilla:firefox:3.5:* % **::
cpe:2.3:a:mozilla:firefox:3.5.2:*:****:*:*:
cpe:2.3:a:mozilla:firefox:3.5.3:*:* " *:

cpe:2.3:a:mozilla:firefox:0.1:*:

dk Kk kR akak.

cpe:2.3:a:mozilla:firefox:0.10: 7 :*:

ARk kR kR k.

cpe:2.3:a:mozilla:firefox:0.10.1:
cpe:2.3:a:mozilla:firefox:0.2:*:***:**:*:
cpe:2.3:a:mozilla:firefox:0.3:*:*****:*:
cpe:2.3:a:mozilla:firefox:0.4:*:*****:*:
cpe:2.3:a:mozilla:firefox:0.5:* " ****:*:
cpe:2.3:a:mozilla:firefox:0.6:*:***:**:*:
cpe:2.3:a:mozilla:firefox:0.6.1:**:***:*:*:

cpe:2.3:a:mozilla:firefox:0.7:*:* %%

rna? Varmazilla-firafav-N 7 {-FFxxkx,



UMV e VLU VAU T U IUA U s T o e e e e e s

cpe:2.3:a:mozilla:firefox:0.8:*:*:*:* ™

cpe:2.3:a:mozilla:firefox:0.9:%:*: "

cpe:2.3:a:mozilla:firefox:0.9.1:%:* "

cpe:2.3:a:mozilla:firefox:0.9.2:%:*:*: "

cpe:2.3:a:mozilla:firefox:0.9.3:*:* "

AkLk kLK LK LKLk,

cpe:2.3:a:mozilla:firefox:1.0:*:* "

Skukakakakak.

cpe:2.3:a:mozilla:firefox:1.0:preview_release:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.0.1:%:* "

cpe:2.3:a:mozilla:firefox:1.0.2:*:* " *:

cpe:2.3:a:mozilla:firefox:1.0.3:*:* "

cpe:2.3:a:mozilla:firefox:1.0.4:*:* 7 :*:

cpe:2.3:a:mozilla:firefox:1.0.5:*:* 7 :*:

cpe:2.3:a:mozilla:firefox:1.0.6:*:*:*:**:*:*:

cpe:2.3:a:mozilla:firefox:1.0.7:%:*****:*:

cpe:2.3:a:mozilla:firefox:1.0.8:*:**:**:*:*:

cpe:2.3:a:mozilla:firefox:1.4.1:****x*:*:

cpe:2.3:a:mozilla:firefox:1.5:* 7

Skk Lk ak Lk uk,

cpe:2.3:a:mozilla:firefox:1.5:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.5.0.1: ™

KKk oKk kK,

cpe:2.3:a:mozilla:firefox:1.5.0.10:* "%

ARk uk oKk kK,

cpe:2.3:a:mozilla:firefox:1.5.0. 11 %

cpe:2.3:a:mozilla:firefox:1.5.0.2: % :*:

cpe:2.3:a:mozilla:firefox:1.5.0.3:*****:*:*:

cpe:2.3:a:mozilla:firefox:1.5.0.4:* %%

cpe:2.3:a:mozilla:firefox:1.5.0.5: 7 :*:



cpe:2.3:a:mozilla:firefox:1.5.0.6:*:* """

cpe:2.3:a:mozilla:firefox:1.5.0.7:* %"

cpe:2.3:a:mozilla:firefox:1.5.0.8:*:* "

cpe:2.3:a:mozilla:firefox:1.5.0.9:*% """

cpe:2.3:a:mozilla:firefox:1.5.1:%:* "

cpe:2.3:a:mozilla:firefox:1.5.2:%:* "

cpe:2.3:a:mozilla:firefox:1.5.3:":* "

cpe:2.3:a:mozilla:firefox:1.5.4:":* . :*:

cpe:2.3:a:mozilla:firefox:1.5.5:%:* "

cpe:2.3:a:mozilla:firefox:1.5.6:*:* " *:

cpe:2.3:a:mozilla:firefox:1.5.7:%:* "

cpe:2.3:a:mozilla:firefox:1.5.8:*:* " *:

akLk Lk kKKK,

cpe:2.3:a:mozilla:firefox:1.8:*: " *::

cpe:2.3:a:mozilla:firefox:2.0:*:* "

cpe:2.3:a:mozilla:firefox:2.0.0.1 %

akLakak kKKK,

cpe:2.3:a:mozilla:firefox:2.0.0.10:*:*:

aKLakak ok Lakk ok,

cpe:2.3:a:mozilla:firefox:2.0.0.11:*:*

cpe:2.3:a:mozilla:firefox:2.0.0.2: " *:

cpe:2.3:a:mozilla:firefox:2.0.0.3:*:**:***:*:

cpe:2.3:a:mozilla:firefox:2.0.0.4: "

cpe:2.3:a:mozilla:firefox:2.0.0.5:******:*:

cpe:2.3:a:mozilla:firefox:2.0.0.6:*:**:**:*:*:

cpe:2.3:a:mozilla:firefox:2.0.0.7:* %

cpe:2.3:a:mozilla:firefox:2.0.0.8:*:**:**:*:*:

cpe:2.3:a:mozilla:firefox:2.0.0.9: 7 :*:

cpe:2.3:a:mozilla:firefox:3.0:*:*****:*:

cpe:2.3:a:mozilla:firefox:3.0.5:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5:** %" *:*:



cpe:2.3:a:mozilla:tiretox:3.5.2:™:" """

cpe:2.3:a:mozilla:firefox:3.5.3:*:* "
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« Previous ID Next ID—

© CVE.report 2023 B [/ |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/CVE-2009-3977
https://cve.report/CVE-2009-3979
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2009-3978
	CVSS2 Score: 4.3 - MEDIUM
	CVE References
	Known Affected Configurations (CPE V2.3)


