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Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox 3.5.x before 3.5.6, SeaMonkey before 2.0.1, anc

| 1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mozilla Firefox 3.5.1 All All All
Mozilla Firefox 3.5.2 All All All
Mozilla Firefox 3.5.3 All All All
Mozilla Firefox 354 All All All
Mozilla Firefox 3.55 All All All
Mozilla Firefox 3.5.1 All All All
Mozilla Firefox 3.5.2 All All All
Mozilla Firefox 3.5.3 All All All
Mozilla Firefox 3.54 All All All
Mozilla Firefox 3.5.5 All All All
Mozilla Seamonkey 1.0 All All All
Mozilla Seamonkey 1.0 alpha All All
Mozilla Seamonkey 1.0 beta All All
Mozilla Seamonkey 1.0.1 All All All
Mozilla Seamonkey 1.0.2 All All All
Mozilla Seamonkey 1.0.3 All All All
Mozilla Seamonkey 1.0.4 All All All
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Application Mozilla Seamonkey 1.1.9 All All All
Application Mozilla Seamonkey 1.5.0.10 All All All
Application Mozilla Seamonkey 1.5.0.8 All All All
Application Mozilla Seamonkey 1.5.0.9 All All All
Application Mozilla Seamonkey 2.0 All All All
Application Mozilla Seamonkey 2.0 alpha_1 All All
Application Mozilla Seamonkey 2.0 alpha_2 All All
Application Mozilla Seamonkey 2.0 alpha_3 All All
Application Mozilla Seamonkey 2.0 beta_1 All All
Application Mozilla Seamonkey 2.0 beta_2 All All
Application Mozilla Seamonkey 2.0 rct All All
Application Mozilla Seamonkey 2.0al All pre All
Application Mozilla Seamonkey 2.0a1pre All All All
Application Mozilla Seamonkey All rc2 All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird All All All All
Reference

Mozilla Firefox CVE-2009-3980 Multiple Remote Memory Corruption Vulnerabilities

MFSA 2009-65: Crashes with evidence of memory corruption (rv:1.9.1.6/ 1.9.0.16)

Security Announcement

Security Tracker.com Archives - Mozilla Firefox Bugs in JavaScript Engine and Browser Engine Let Remote Users Execute Arbitrary Code
[SECURITY] Fedora 12 Update: gnome-python2-extras-2.25.3-14.fc12

Repository / Oval Repository

SUSE update for MozillaFirefox - Secunia Advisories - Vulnerability Information - Secunia.com

Mozilla SeaMonkey Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

USN-874-1: Firefox 3.5 and Xulrunner 1.9.1 vulnerabilities | Ubuntu

IBM X-Force Exchange

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

495875 — Crash [@ BuildTextRunsScanner::BreakSink::SetBreaks] with -moz-column, pre-wrap, font-size-adjust, multiple text runs
Mozilla Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

[SECURITY] Fedora 11 Update: firefox-3.5.6-1.fc11

SecurityTracker.com Archives - Mozilla Seamonkey Bugs in JavaScript Engine and Browser Engine Let Remote Users Execute Arbitrary Codt
[SECURITY] Fedora 12 Update: seamonkey-2.0.1-1.fc12

RETIRED: Mozilla Firefox and SeaMonkey MFSA 2009-65 through -71 Multiple Vulnerabilities
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http://www.novell.com/linux/security/advisories/2009_63_firefox.html
http://securitytracker.com/id?1023333
https://www.redhat.com/archives/fedora-package-announce/2009-December/msg01041.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A8503
http://secunia.com/advisories/37881
http://secunia.com/advisories/37785
http://www.ubuntu.com/usn/USN-874-1
https://exchange.xforce.ibmcloud.com/vulnerabilities/54800
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470487 — Firefox Crash [@ nsWindow::GetParentWindow(int)] & [@ nsBaseWidget::Destroy()]?
Fedora update for xulrunner - Secunia Advisories - Vulnerability Information - Secunia.com
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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