CVE-2009-3983

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2009-3983
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-17 17:30:00 UTC
Updated 2017-09-19 01:29:00 UTC
Description Mozilla Firefox before 3.0.16 and 3.5.x before 3.5.6, and SeaMonkey before 2.0.1, allows remote attackers to send authent

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 0.1 All All All
Application Mozilla Firefox 0.10 All All All
Application Mozilla Firefox 0.10.1 All All All
Application Mozilla Firefox 0.2 All All All
Application Mozilla Firefox 0.3 All All All
Application Mozilla Firefox 0.4 All All All
Application Mozilla Firefox 0.5 All All All
Application Mozilla Firefox 0.6 All All All
Application Mozilla Firefox 0.6.1 All All All
Application Mozilla Firefox 0.7 All All All
Application Mozilla Firefox 0.7.1 All All All
Application Mozilla Firefox 0.8 All All All
Application Mozilla Firefox 0.9 All All All
Application Mozilla Firefox 0.9 rc All All
Application Mozilla Firefox 0.9.1 All All All
Application Mozilla Firefox 0.9.2 All All All
Application Mozilla Firefox 0.9.3 All All All
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AppIGAUUI vIvZita Seainuiiney 1.0.U.9 Al Al Al
Application Mozilla Seamonkey 2.0 All All All
Application Mozilla Seamonkey 2.0 alpha_1 All All
Application Mozilla Seamonkey 2.0 alpha_2 All All
Application Mozilla Seamonkey 2.0 alpha_3 All All
Application Mozilla Seamonkey 2.0 beta_1 All All
Application Mozilla Seamonkey 2.0 beta_2 All All
Application Mozilla Seamonkey 2.0 rcl All All
Application Mozilla Seamonkey 2.0a1 All pre All
Application Mozilla Seamonkey 2.0alpre All All All
Application Mozilla Seamonkey All rc2 All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird All All All All
Reference

rhn.redhat.com | Red Hat Support

Mozilla Firefox and SeaMonkey NTLM Credential Reflection Authentication Bypass Vulnerability
rhn.redhat.com | Red Hat Support

Security Announcement

Bug 546720 — CVE-2009-3983 Mozilla NTLM reflection vulnerability

USN-915-1: Thunderbird vulnerabilities | Ubuntu

Repository / Oval Repository

[SECURITY] Fedora 12 Update: gnome-python2-extras-2.25.3-14.fc12

Debian update for xulrunner - Secunia Advisories - Vulnerability Information - Secunia.com

USN-873-1: Firefox 3.0 and Xulrunner 1.9 vulnerabilities | Ubuntu

Red Hat update for firefox - Secunia Advisories - Vulnerability Information - Secunia.com

SUSE update for MozillaFirefox - Secunia Advisories - Vulnerability Information - Secunia.com

Mozilla SeaMonkey Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
Ubuntu update for thunderbird - Advisories - Community

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

USN-874-1: Firefox 3.5 and Xulrunner 1.9.1 vulnerabilities | Ubuntu

Debian -- Security Information -- DSA-1956-1 xulrunner

SecurityTracker.com Archives - Mozilla Seamonkey NTLM Implementation Flaw Lets Remote Users Conduct Authentication Reflection Attack
IBM X-Force Exchange

487872 — (CVE-2009-3983) Investigate NTLM reflection vulnerability
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https://rhn.redhat.com/errata/RHSA-2009-1673.html
http://www.securityfocus.com/bid/37366
https://rhn.redhat.com/errata/RHSA-2009-1674.html
http://www.novell.com/linux/security/advisories/2009_63_firefox.html
https://bugzilla.redhat.com/show_bug.cgi?id=546720
http://www.ubuntu.com/usn/USN-915-1
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10047
https://www.redhat.com/archives/fedora-package-announce/2009-December/msg01041.html
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SecurityTracker.com Archives - Mozilla Firefox NTLM Implementation Flaw Lets Remote Users Conduct Authentication Reflection Attacks
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Red Hat update for seamonkey - Secunia Advisories - Vulnerability Information - Secunia.com
MFSA 2009-68: NTLM reflection vulnerability

Mozilla SeaMonkey Multiple Vulnerabilities - Advisories - Community

Mozilla Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
[SECURITY] Fedora 11 Update: firefox-3.5.6-1.fc11

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:013

[SECURITY] Fedora 12 Update: seamonkey-2.0.1-1.fc12

Repository / Oval Repository

RETIRED: Mozilla Firefox and SeaMonkey MFSA 2009-65 through -71 Multiple Vulnerabilities
Fedora update for xulrunner - Secunia Advisories - Vulnerability Information - Secunia.com

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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