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CVE CVE-2009-3984
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-17 17:30:00 UTC
Updated 2017-09-19 01:29:00 UTC
Description Mozilla Firefox before 3.0.16 and 3.5.x before 3.5.6, and SeaMonkey before 2.0.1, allows remote attackers to spoof an SSL

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 0.1 All All All
Application Mozilla Firefox 0.10 All All All
Application Mozilla Firefox 0.10.1 All All All
Application Mozilla Firefox 0.2 All All All
Application Mozilla Firefox 0.3 All All All
Application Mozilla Firefox 0.4 All All All
Application Mozilla Firefox 0.5 All All All
Application Mozilla Firefox 0.6 All All All
Application Mozilla Firefox 0.6.1 All All All
Application Mozilla Firefox 0.7 All All All
Application Mozilla Firefox 0.7.1 All All All
Application Mozilla Firefox 0.8 All All All
Application Mozilla Firefox 0.9 All All All
Application Mozilla Firefox 0.9 rc All All
Application Mozilla Firefox 0.9.1 All All All
Application Mozilla Firefox 0.9.2 All All All
Application Mozilla Firefox 0.9.3 All All All
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bugzilla.redh
secunia.com

www.redhat.c
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http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://www.mozilla.org/security/announce/2009/mfsa2009-69.html
https://rhn.redhat.com/errata/RHSA-2009-1673.html
https://rhn.redhat.com/errata/RHSA-2009-1674.html
http://www.novell.com/linux/security/advisories/2009_63_firefox.html
http://securitytracker.com/id?1023342
https://www.redhat.com/archives/fedora-package-announce/2009-December/msg01041.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/54806
http://secunia.com/advisories/37813
http://www.ubuntu.com/usn/USN-873-1
http://secunia.com/advisories/37704
http://secunia.com/advisories/37881
http://secunia.com/advisories/37785
http://www.ubuntu.com/usn/USN-874-1
http://www.debian.org/security/2009/dsa-1956
http://www.vupen.com/english/advisories/2009/3547
http://secunia.com/advisories/37703
http://securitytracker.com/id?1023343
https://bugzilla.redhat.com/show_bug.cgi?id=546722
http://secunia.com/advisories/37699
https://www.redhat.com/archives/fedora-package-announce/2009-December/msg00995.html

521461 — (CVE-2009-3984) SSL spoofing by setting location.href to SSL page with 204 (No Content) response  CONFIRM bugzilla.mozi
[SECURITY] Fedora 12 Update: seamonkey-2.0.1-1.fc12 FEDORA www.redhat.(
Repository / Oval Repository OVAL oval.cisecurit
Mozilla Firefox and Sea Monkey Insecure Protocol Location Bar Spoofing Vulnerability BID www.security
RETIRED: Mozilla Firefox and SeaMonkey MFSA 2009-65 through -71 Multiple Vulnerabilities BID www.security
Repository / Oval Repository OVAL oval.cisecurit
Fedora update for xulrunner - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com
CVE Program record CVE.ORG WWW.CVe.org
NVD vulnerability detail NVD nvd.nist.gov
4] | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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