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CVE-2009-3988

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2010-02-22 13:00:00 UTC

2017-09-19 01:29:00 UTC

Mozilla Firefox 3.0.x before 3.0.18 and 3.5.x before 3.5.8, and SeaMonkey before 2.0.3, does not properly restrict read acce

| 1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
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Application
Application
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Application
Application
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Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mozilla Firefox 3.0 All All All
Mozilla Firefox 3.0.1 All All All
Mozilla Firefox 3.0.10 All All All
Mozilla Firefox 3.0.11 All All All
Mozilla Firefox 3.0.12 All All All
Mozilla Firefox 3.0.13 All All All
Mozilla Firefox 3.0.14 All All All
Mozilla Firefox 3.0.15 All All All
Mozilla Firefox 3.0.2 All All All
Mozilla Firefox 3.0.3 All All All
Mozilla Firefox 3.04 All All All
Mozilla Firefox 3.0.5 All All All
Mozilla Firefox 3.0.6 All All All
Mozilla Firefox 3.0.7 All All All
Mozilla Firefox 3.0.8 All All All
Mozilla Firefox 3.0.9 All All All
Mozilla Firefox 35 All All All
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References

Reference

Mozilla Firefox Multiple Vulnerabilities - Advisories - Community

[SECURITY] Fedora 12 Update: seamonkey-2.0.3-1.fc12

IBM X-Force Exchange

Repository / Oval Repository

SUSE update for MozillaFirefox and seamonkey - Advisories - Community
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
[SECURITY] Fedora 12 Update: galeon-2.0.7-20.fc12

[SECURITY] Fedora 11 Update: epiphany-extensions-2.26.1-10.fc11

Support / Security / Advisories / / MDVSA-2010:042 | Mandriva
rhn.redhat.com | Red Hat Support

USN-895-1: Firefox 3.0 and Xulrunner 1.9 vulnerabilities | Ubuntu

Debian -- Security Information -- DSA-1999-1 xulrunner

[security-announce] SUSE Security Announcement: Mozilla Firefox (SUSE-SA
MFSA 2010-04: XSS due to window.dialogArguments being readable cross-domain
Repository / Oval Repository

USN-896-1: Firefox 3.5 and Xulrunner 1.9.1 vulnerabilities | Ubuntu

CVE Program record

NVD vulnerability detail

/|

504862 — (CVE-2009-3988) XSS due to window.dialogArguments accessible cross-domain (MSVR-09-0047 / ZDI-CAN-535)

Source
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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