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CVE CVE-2009-3999
State PUBLIC
Assigner PSIRT-CNA@flexerasoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-01-20 22:30:00 UTC
Updated 2012-02-14 03:49:00 UTC
Description Stack-based buffer overflow in goform/formExportDataLogs in HP Power Manager before 4.2.10 allows remote attackers to
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Hp Power Manager 4.2.5 All All All

Application Hp Power Manager 4.2.6 All All All

Application Hp Power Manager 4.2.5 All All All

Application Hp Power Manager 4.2.6 All All All

Application Hp Power Manager All All All All

Reference Source

HP Power Manager "formExportDatalLogs" Two Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA
Research - Community MISC

HP Power Manager Username and Password Buffer Overflow Lets Remote Users Execute Arbitrary Code - SecurityTracker =~ SECTRACK

CXSecurity - IDS SREASON
HP Power Manager 'formExportDatalogs' Buffer Overflow Remote Code Execution Vulnerability BID
"[security bulletin] HPSBMA02485 SSRT090252 rev.1 - HP Power Manager, Remote Execution of Arbitrary C' - MARC HP
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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