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Summary

CVE CVE-2009-4007

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-28 19:30:00 UTC

Updated 2010-03-26 05:34:00 UTC

Description Unspecified vulnerability in the NormaliseTrainConsist function in src/train_cmd.cpp in OpenTTD before 0.7.5-RC1 allows remote attackers to cause a denial of service (daemon crash) via certain game actions involving a wagon and a dual-headed engine.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openttd Openttd 0.1.1 All All All

Application Openttd Openttd 0.1.2 All All All

Application Openttd Openttd 0.1.3 All All All

Application Openttd Openttd 0.1.4 All All All

Application Openttd Openttd 0.2.0 All All All

Application Openttd Openttd 0.2.1 All All All

Application Openttd Openttd 0.3.0 All All All

Application Openttd Openttd 0.3.1 All All All

Application Openttd Openttd 0.3.2 All All All

Application Openttd Openttd 0.3.2.1 All All All

Application Openttd Openttd 0.3.3 All All All

Application Openttd Openttd 0.3.4 All All All

Application Openttd Openttd 0.3.5 All All All

Application Openttd Openttd 0.3.6 All All All

Application Openttd Openttd 0.3.7 All All All

Application Openttd Openttd 0.4.0 All All All

Application Openttd Openttd 0.4.0.1 All All All
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Application Openttd Openttd 0.4.0.1 All All All

Application Openttd Openttd 0.4.5 All All All

Application Openttd Openttd 0.4.6 All All All

Application Openttd Openttd 0.4.7 All All All

Application Openttd Openttd 0.4.8 All All All

Application Openttd Openttd 0.4.8 rc1 All All

Application Openttd Openttd 0.4.8 rc2 All All

Application Openttd Openttd 0.5.0 All All All

Application Openttd Openttd 0.5.0 rc1 All All

Application Openttd Openttd 0.5.0 rc2 All All

Application Openttd Openttd 0.5.0 rc3 All All

Application Openttd Openttd 0.5.0 rc4 All All

Application Openttd Openttd 0.5.0 rc5 All All

Application Openttd Openttd 0.5.1 All All All

Application Openttd Openttd 0.5.1 rc1 All All

Application Openttd Openttd 0.5.1 rc2 All All

Application Openttd Openttd 0.5.1 rc3 All All

Application Openttd Openttd 0.5.2 All All All

Application Openttd Openttd 0.5.2 rc1 All All

Application Openttd Openttd 0.5.3 All All All

Application Openttd Openttd 0.5.3 rc1 All All

Application Openttd Openttd 0.5.3 rc2 All All

Application Openttd Openttd 0.5.3 rc3 All All

Application Openttd Openttd 0.6.0 All All All

Application Openttd Openttd 0.6.0 beta1 All All

Application Openttd Openttd 0.6.0 beta2 All All

Application Openttd Openttd 0.6.0 beta3 All All

Application Openttd Openttd 0.6.0 beta4 All All

Application Openttd Openttd 0.6.0 beta5 All All

Application Openttd Openttd 0.6.0 rc1 All All

Application Openttd Openttd 0.6.1 All All All

Application Openttd Openttd 0.6.1 rc1 All All

Application Openttd Openttd 0.6.1 rc2 All All

Application Openttd Openttd 0.6.2 rc1 All All

Application Openttd Openttd 0.6.2 rc2 All All

Application Openttd Openttd All All All All
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Application Openttd Openttd 0.1.1 All All All

Application Openttd Openttd 0.1.2 All All All

Application Openttd Openttd 0.1.3 All All All

Application Openttd Openttd 0.1.4 All All All

Application Openttd Openttd 0.2.0 All All All

Application Openttd Openttd 0.2.1 All All All

Application Openttd Openttd 0.3.0 All All All

Application Openttd Openttd 0.3.1 All All All

Application Openttd Openttd 0.3.2 All All All

Application Openttd Openttd 0.3.2.1 All All All

Application Openttd Openttd 0.3.3 All All All

Application Openttd Openttd 0.3.4 All All All

Application Openttd Openttd 0.3.5 All All All

Application Openttd Openttd 0.3.6 All All All

Application Openttd Openttd 0.3.7 All All All

Application Openttd Openttd 0.4.0 All All All

Application Openttd Openttd 0.4.0.1 All All All

Application Openttd Openttd 0.4.5 All All All

Application Openttd Openttd 0.4.6 All All All

Application Openttd Openttd 0.4.7 All All All

Application Openttd Openttd 0.4.8 All All All

Application Openttd Openttd 0.4.8 rc1 All All

Application Openttd Openttd 0.4.8 rc2 All All

Application Openttd Openttd 0.5.0 All All All

Application Openttd Openttd 0.5.0 rc1 All All

Application Openttd Openttd 0.5.0 rc2 All All

Application Openttd Openttd 0.5.0 rc3 All All

Application Openttd Openttd 0.5.0 rc4 All All

Application Openttd Openttd 0.5.0 rc5 All All

Application Openttd Openttd 0.5.1 All All All

Application Openttd Openttd 0.5.1 rc1 All All

Application Openttd Openttd 0.5.1 rc2 All All

Application Openttd Openttd 0.5.1 rc3 All All

Application Openttd Openttd 0.5.2 All All All

Application Openttd Openttd 0.5.2 rc1 All All

Application Openttd Openttd 0.5.3 All All All
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Application Openttd Openttd 0.5.3 All All All

Application Openttd Openttd 0.5.3 rc1 All All

Application Openttd Openttd 0.5.3 rc2 All All

Application Openttd Openttd 0.5.3 rc3 All All

Application Openttd Openttd 0.6.0 All All All

Application Openttd Openttd 0.6.0 beta1 All All

Application Openttd Openttd 0.6.0 beta2 All All

Application Openttd Openttd 0.6.0 beta3 All All

Application Openttd Openttd 0.6.0 beta4 All All

Application Openttd Openttd 0.6.0 beta5 All All

Application Openttd Openttd 0.6.0 rc1 All All

Application Openttd Openttd 0.6.1 All All All

Application Openttd Openttd 0.6.1 rc1 All All

Application Openttd Openttd 0.6.1 rc2 All All

Application Openttd Openttd 0.6.2 rc1 All All

Application Openttd Openttd 0.6.2 rc2 All All

References

Reference Source Link

OpenTTD Denial of Service Vulnerability - Secunia.com SECUNIA secunia.com

oss-security - OpenTTD remote DoS MLIST www.openwall.com

[SECURITY] Fedora 11 Update: openttd-0.7.5-1.fc11 FEDORA lists.fedoraproject.org

404 - Not Found CONFIRM binaries.openttd.org

GitHub - OpenTTD/OpenTTD: OpenTTD is an open source simulation game based upon Transport Tycoon Deluxe CONFIRM vcs.openttd.org

[SECURITY] Fedora 12 Update: openttd-0.7.5-1.fc12 FEDORA lists.fedoraproject.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

61356 OSVDB osvdb.org

OpenTTD CONFIRM www.openttd.org

Security Advisory SA37984 - Fedora update for openttd - Secunia SECUNIA secunia.com

OpenTTD Unspecified Remote Denial of Service Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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