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/

CVE-2009-4018

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2009-4018

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2009-11-29 13:07:00 UTC

2018-10-30 16:26:00 UTC

The proc_open function in ext/standard/proc_open.c in PHP before 5.2.11 and 5.3.x before 5.3.1 does not enforce the (1) s

] 1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Php Php 1.0 All All All
Php Php 2.0 All All All
Php Php 2.0b10 All All All
Php Php 3.0 All All All
Php Php 3.0.1 All All All
Php Php 3.0.10 All All All
Php Php 3.0.11 All All All
Php Php 3.0.12 All All All
Php Php 3.0.13 All All All
Php Php 3.0.14 All All All
Php Php 3.0.15 All All All
Php Php 3.0.16 All All All
Php Php 3.0.17 All All All
Php Php 3.0.18 All All All
Php Php 3.0.2 All All All
Php Php 3.0.3 All All All
Php Php 3.04 All All All
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https://cve.report/CVE-2009-4018/nist
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Applicaton Fnp Fnp 5.0.U petas All All
Application Php Php 5.0.0 betad All All
Application Php Php 5.0.0 rci All All
Application Php Php 5.0.0 rc2 All All
Application Php Php 5.0.0 rc3 All All
Application Php Php 5.0.1 All All All
Application Php Php 5.0.2 All All All
Application Php Php 5.0.3 All All All
Application Php Php 5.0.4 All All All
Application Php Php 5.0.5 All All All
Application Php Php 5.1.0 All All All
Application Php Php 5.1.1 All All All
Application Php Php 5.1.2 All All All
Application Php Php 5.1.3 All All All
Application Php Php 5.1.4 All All All
Application Php Php 5.1.5 All All All
Application Php Php 5.1.6 All All All
Application Php Php 5.2.0 All All All
Application Php Php 5.2.2 All All All
Application Php Php 5.2.4 All All All
Application Php Php 5.2.6 All All All
Application Php Php 527 All All All
Application Php Php 5.2.8 All All All
Application Php Php 5.2.9 All All All
Application Php Php 5.3.0 All All All
Application Php Php All All All All
Reference Source
'Re: [oss-security] CVE request: php 5.3.1 - proc_open() bypass PHP' - MARC MLIST
HP System Management Homepage Multiple Vulnerabilities - Advisories - Community SECUNIA

oss-security - Re: CVE request: php 5.3.1 - proc_open() bypass PHP Bug #49026 [was: Re: CVE request: php 5.3.1 update] MLIST

HP-UX update for Apache with PHP - Advisories - Community SECUNIA
Repository / Oval Repository OVAL
'Re: [oss-security] CVE request: php 5.3.1 update' - MARC MLIST

SSRT100219 HP
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http://marc.info/?l=oss-security&m=125897935330618&w=2
http://secunia.com/advisories/41480
http://www.openwall.com/lists/oss-security/2009/11/23/15
http://secunia.com/advisories/40262
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A7256
http://marc.info/?l=oss-security&m=125886770008678&w=2
http://www.itrc.hp.com/service/cki/docDisplay.do?docId=emr_na-c02512995

"[security bulletin] HPSBUX02543 SSRT100152 rev.1 - HP-UX Running Apache with PHP, Remote Denial of S' - MARC HP

PHP :: Bug #49026 :: proc_open() can bypass safe_mode_protected_env_vars restrictions CONFIRM
HP System Management Homepage Multiple Vulnerabilities - Advisories - Community SECUNIA
PHP: Diff of /php/php-src/branches/PHP_5_2/ext/standard/proc_open.c CONFIRM
PHP: Revision 286360 CONFIRM
PHP 'proc_open()' 'safe_mode_protected_env_var' Restriction-Bypass Vulnerability BID

PHP: Diff of /php/php-src/branches/PHP_5_3/ext/standard/proc_open.c CONFIRM
PHP: PHP 5 Changelog CONFIRM
Support / Security / Advisories / / MDVSA-2009:303 | Mandriva MANDRIVA
CVE Program record CVE.ORG
NVD vulnerability detail NVD

4 |

Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2009-11-30 Tomas Hoger We do not consider safe_mode / open_basedir restriction bypass issues being security sensitiv

/ |

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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http://marc.info/?l=bugtraq&m=127680701405735&w=2
http://bugs.php.net/bug.php?id=49026
http://secunia.com/advisories/41490
http://svn.php.net/viewvc/php/php-src/branches/PHP_5_2/ext/standard/proc_open.c?r1=286360&r2=286359&pathrev=286360
http://svn.php.net/viewvc/?view=revision&revision=286360
http://www.securityfocus.com/bid/37138
http://svn.php.net/viewvc/php/php-src/branches/PHP_5_3/ext/standard/proc_open.c?r1=286360&r2=286359&pathrev=286360
http://www.php.net/ChangeLog-5.php
http://www.mandriva.com/security/advisories?name=MDVSA-2009:303
https://www.cve.org/CVERecord?id=CVE-2009-4018
https://nvd.nist.gov/vuln/detail/CVE-2009-4018
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
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https://status.cve.report

	CVE-2009-4018
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Vendor Comments And Credit


