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Summary

CVE CVE-2009-4018

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-11-29 13:07:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description The proc_open function in ext/standard/proc_open.c in PHP before 5.2.11 and 5.3.x before 5.3.1 does not enforce the (1) safe_mode_allowed_env_vars and (2) safe_mode_protected_env_vars directives, which allows context-dependent attackers to execute programs with an arbitrary environment via the env parameter, as demonstrated by a crafted value of the LD_LIBRARY_PATH environment variable.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php 1.0 All All All

Application Php Php 2.0 All All All

Application Php Php 2.0b10 All All All

Application Php Php 3.0 All All All

Application Php Php 3.0.1 All All All

Application Php Php 3.0.10 All All All

Application Php Php 3.0.11 All All All

Application Php Php 3.0.12 All All All

Application Php Php 3.0.13 All All All

Application Php Php 3.0.14 All All All

Application Php Php 3.0.15 All All All

Application Php Php 3.0.16 All All All

Application Php Php 3.0.17 All All All

Application Php Php 3.0.18 All All All

Application Php Php 3.0.2 All All All

Application Php Php 3.0.3 All All All

Application Php Php 3.0.4 All All All
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Application Php Php 3.0.4 All All All

Application Php Php 3.0.5 All All All

Application Php Php 3.0.6 All All All

Application Php Php 3.0.7 All All All

Application Php Php 3.0.8 All All All

Application Php Php 3.0.9 All All All

Application Php Php 4 All All All

Application Php Php 4.0 All All All

Application Php Php 4.0 beta1 All All

Application Php Php 4.0 beta2 All All

Application Php Php 4.0 beta3 All All

Application Php Php 4.0 beta4 All All

Application Php Php 4.0 beta_4_patch1 All All

Application Php Php 4.0 rc1 All All

Application Php Php 4.0 rc2 All All

Application Php Php 4.0.0 All All All

Application Php Php 4.0.1 All All All

Application Php Php 4.0.1 patch1 All All

Application Php Php 4.0.1 patch2 All All

Application Php Php 4.0.2 All All All

Application Php Php 4.0.3 All All All

Application Php Php 4.0.3 patch1 All All

Application Php Php 4.0.4 All All All

Application Php Php 4.0.4 patch1 All All

Application Php Php 4.0.5 All All All

Application Php Php 4.0.6 All All All

Application Php Php 4.0.7 All All All

Application Php Php 4.0.7 rc1 All All

Application Php Php 4.0.7 rc2 All All

Application Php Php 4.0.7 rc3 All All

Application Php Php 4.0.7 rc4 All All

Application Php Php 4.1.0 All All All

Application Php Php 4.1.1 All All All

Application Php Php 4.1.2 All All All

Application Php Php 4.2 All dev All

Application Php Php 4.2.0 All All All
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Application Php Php 4.2.1 All All All

Application Php Php 4.2.2 All All All

Application Php Php 4.2.3 All All All

Application Php Php 4.3.0 All All All

Application Php Php 4.3.1 All All All

Application Php Php 4.3.10 All All All

Application Php Php 4.3.11 All All All

Application Php Php 4.3.2 All All All

Application Php Php 4.3.3 All All All

Application Php Php 4.3.4 All All All

Application Php Php 4.3.5 All All All

Application Php Php 4.3.6 All All All

Application Php Php 4.3.7 All All All

Application Php Php 4.3.8 All All All

Application Php Php 4.3.9 All All All

Application Php Php 4.4.0 All All All

Application Php Php 4.4.1 All All All

Application Php Php 4.4.2 All All All

Application Php Php 4.4.3 All All All

Application Php Php 4.4.4 All All All

Application Php Php 4.4.5 All All All

Application Php Php 4.4.6 All All All

Application Php Php 4.4.7 All All All

Application Php Php 4.4.8 All All All

Application Php Php 4.4.9 All All All

Application Php Php 5 All All All

Application Php Php 5.0 rc1 All All

Application Php Php 5.0 rc2 All All

Application Php Php 5.0 rc3 All All

Application Php Php 5.0.0 All All All

Application Php Php 5.0.0 beta1 All All

Application Php Php 5.0.0 beta2 All All

Application Php Php 5.0.0 beta3 All All

Application Php Php 5.0.0 beta4 All All

Application Php Php 5.0.0 rc1 All All

Application Php Php 5.0.0 rc2 All All
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Application Php Php 5.0.0 rc2 All All

Application Php Php 5.0.0 rc3 All All

Application Php Php 5.0.1 All All All

Application Php Php 5.0.2 All All All

Application Php Php 5.0.3 All All All

Application Php Php 5.0.4 All All All

Application Php Php 5.0.5 All All All

Application Php Php 5.1.0 All All All

Application Php Php 5.1.1 All All All

Application Php Php 5.1.2 All All All

Application Php Php 5.1.3 All All All

Application Php Php 5.1.4 All All All

Application Php Php 5.1.5 All All All

Application Php Php 5.1.6 All All All

Application Php Php 5.2.0 All All All

Application Php Php 5.2.2 All All All

Application Php Php 5.2.4 All All All

Application Php Php 5.2.6 All All All

Application Php Php 5.2.7 All All All

Application Php Php 5.2.8 All All All

Application Php Php 5.2.9 All All All

Application Php Php 5.3.0 All All All

Application Php Php 1.0 All All All

Application Php Php 2.0 All All All

Application Php Php 2.0b10 All All All

Application Php Php 3.0 All All All

Application Php Php 3.0.1 All All All

Application Php Php 3.0.10 All All All

Application Php Php 3.0.11 All All All

Application Php Php 3.0.12 All All All

Application Php Php 3.0.13 All All All

Application Php Php 3.0.14 All All All

Application Php Php 3.0.15 All All All

Application Php Php 3.0.16 All All All

Application Php Php 3.0.17 All All All

Application Php Php 3.0.18 All All All
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Application Php Php 3.0.2 All All All

Application Php Php 3.0.3 All All All

Application Php Php 3.0.4 All All All

Application Php Php 3.0.5 All All All

Application Php Php 3.0.6 All All All

Application Php Php 3.0.7 All All All

Application Php Php 3.0.8 All All All

Application Php Php 3.0.9 All All All

Application Php Php 4 All All All

Application Php Php 4.0 All All All

Application Php Php 4.0 beta1 All All

Application Php Php 4.0 beta2 All All

Application Php Php 4.0 beta3 All All

Application Php Php 4.0 beta4 All All

Application Php Php 4.0 beta_4_patch1 All All

Application Php Php 4.0 rc1 All All

Application Php Php 4.0 rc2 All All

Application Php Php 4.0.0 All All All

Application Php Php 4.0.1 All All All

Application Php Php 4.0.1 patch1 All All

Application Php Php 4.0.1 patch2 All All

Application Php Php 4.0.2 All All All

Application Php Php 4.0.3 All All All

Application Php Php 4.0.3 patch1 All All

Application Php Php 4.0.4 All All All

Application Php Php 4.0.4 patch1 All All

Application Php Php 4.0.5 All All All

Application Php Php 4.0.6 All All All

Application Php Php 4.0.7 All All All

Application Php Php 4.0.7 rc1 All All

Application Php Php 4.0.7 rc2 All All

Application Php Php 4.0.7 rc3 All All

Application Php Php 4.0.7 rc4 All All

Application Php Php 4.1.0 All All All

Application Php Php 4.1.1 All All All
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Application Php Php 4.1.2 All All All

Application Php Php 4.2 All dev All

Application Php Php 4.2.0 All All All

Application Php Php 4.2.1 All All All

Application Php Php 4.2.2 All All All

Application Php Php 4.2.3 All All All

Application Php Php 4.3.0 All All All

Application Php Php 4.3.1 All All All

Application Php Php 4.3.10 All All All

Application Php Php 4.3.11 All All All

Application Php Php 4.3.2 All All All

Application Php Php 4.3.3 All All All

Application Php Php 4.3.4 All All All

Application Php Php 4.3.5 All All All

Application Php Php 4.3.6 All All All

Application Php Php 4.3.7 All All All

Application Php Php 4.3.8 All All All

Application Php Php 4.3.9 All All All

Application Php Php 4.4.0 All All All

Application Php Php 4.4.1 All All All

Application Php Php 4.4.2 All All All

Application Php Php 4.4.3 All All All

Application Php Php 4.4.4 All All All

Application Php Php 4.4.5 All All All

Application Php Php 4.4.6 All All All

Application Php Php 4.4.7 All All All

Application Php Php 4.4.8 All All All

Application Php Php 4.4.9 All All All

Application Php Php 5 All All All

Application Php Php 5.0 rc1 All All

Application Php Php 5.0 rc2 All All

Application Php Php 5.0 rc3 All All

Application Php Php 5.0.0 All All All

Application Php Php 5.0.0 beta1 All All

Application Php Php 5.0.0 beta2 All All

Application Php Php 5.0.0 beta3 All All

http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php


Application Php Php 5.0.0 beta3 All All

Application Php Php 5.0.0 beta4 All All

Application Php Php 5.0.0 rc1 All All

Application Php Php 5.0.0 rc2 All All

Application Php Php 5.0.0 rc3 All All

Application Php Php 5.0.1 All All All

Application Php Php 5.0.2 All All All

Application Php Php 5.0.3 All All All

Application Php Php 5.0.4 All All All

Application Php Php 5.0.5 All All All

Application Php Php 5.1.0 All All All

Application Php Php 5.1.1 All All All

Application Php Php 5.1.2 All All All

Application Php Php 5.1.3 All All All

Application Php Php 5.1.4 All All All

Application Php Php 5.1.5 All All All
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Application Php Php 5.2.0 All All All
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Application Php Php 5.2.4 All All All
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Application Php Php 5.2.7 All All All
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Application Php Php All All All All
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