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CVE-2009-4019

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUSCNENAD Certain versions of Mysql from Mysqgl contain the following
’ vulnerability:

mysqld in MySQL 5.0.x before 5.0.88 and 5.1.x before 5.1.41 does not
(1) properly handle errors during execution of certain SELECT
statements with subqueries, and does not (2) preserve certain
null_value flags during execution of statements that use the
GeomFromWKB function, which allows remote authenticated users to
cause a denial of service (daemon crash) via a crafted statement.

CVE-2009-4019 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: AEMEDIN |

Access Access Authentication
Vector Complexity

NETWORK LoW
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Ubuntu update for mysql-dfsg-5 and mysql-dfsg-5.1 - Advisories - Y SECUNIA 38517

Community

'Re: [oss-security] CVE Request - MySQL - 5.0.88' - MARC [ marc.info | (7) MLIST [oss-security] 20091123 Re:
CVE Request - MySQL - 5.0.88

Fedora update for mysqgl - Secunia.com Y SECUNIA 37717

MySQL Bugs: #48291: crash with row() operator,select into @var, bugs.mysql.com », CONFIRM bugs.mysqgl.com/48291

and subquery returning multiple rows

USN-897-1: MySQL vulnerabilities | Ubuntu [ ubuntu.com | ® UBUNTU USN-897-1

text/html


https://cve.report/
https://cve.report/CVE-2009-4019/mitre
https://cve.report/CVE-2009-4019/nist
https://cve.report/CVE-2009-4019/cve_org
https://cve.report/CVE-2009-4019.pdf
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2009/http://secunia.com/advisories/38517
http://marc.info/?l=oss-security&m=125901161824278&w=2
https://web.archive.org/web/2009/http://secunia.com/advisories/37717
http://bugs.mysql.com/48291
http://ubuntu.com/usn/usn-897-1

Debian -- Security Information -- DSA-1997-1 mysq|l-dfsg-5.0

MySQL :: MySQL 5.0 Reference Manual :: C.1.2 Changes in MySQL
5.0.88 (04 November 2009)

MySQL Bugs: #47780: crash when comparing GIS items from
subquery

APPLE-SA-2010-03-29-1 Security Update 2010-002 / Mac OS X
v10.6.3

Repository / Oval Repository

[security-announce] SUSE Security Summary Report: SUSE-
SR:2010:011

"[oss-security] CVE Request - MySQL - 5.0.88' - MARC
Debian update for mysql-dfsg-5.0 - Secunia.com
USN-1397-1: MySQL vulnerabilities | Ubuntu

Repository / Oval Repository

Support

Bug 540906 — CVE-2009-4019 mysql: DoS (crash) when comparing
GIS items from subquery and when handling subqueires in WHERE
and assigning a SELECT result to a @variable

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
About the security content of Security Update 2010-002 / Mac OS X
v10.6.3

[SECURITY] Fedora 10 Update: mysql-5.0.88-1.fc10

MySQL :: MySQL 5.1 Reference Manual :: C.1.2 Changes in MySQL
5.1.41 (05 November 2009)

No Description Provided

www.debian.org
Depreciated Link
text/html

web.archive.org
text/html
Inactive Link"| Not Archived

bugs.mysql.com
text/html

lists.apple.com
text/html

oval.cisecurity.org
text/html

lists.opensuse.org
text/html

text/html

web.archive.org
text/html

text/html

oval.cisecurity.org
text/html

www.redhat.com
text/html

bugzilla.redhat.com
text/html

www.vupen.com
text/html

support.apple.com
text/html

www.redhat.com
text/html

web.archive.org

text/html
Inactive Link'| Not Archived

text/html

(@ DEBIAN DSA-1997

IR CONFIRM
dev.mysgl.com/doc/refman/5.0/en/news-
5-0-88.html

o, CONFIRM bugs.mysql.com/47780

[7] APPLE APPLE-SA-2010-03-29-1

() OVAL oval:org.mitre.oval:def:8500

9 SUSE SUSE-SR:2010:011

() MLIST [oss-security] 20091121 CVE
Request - MySQL - 5.0.88

»{ SECUNIA 38573

® UBUNTU USN-1397-1

) OVAL oval:org.mitre.oval:def:11349

& REDHAT RHSA-2010:0109

(%) CONFIRM
bugzilla.redhat.com/show_bug.cgi?
id=540906

(3 VUPEN ADV-2010-1107

& CONFIRM
support.apple.com/kb/HT4077

& FEDORA FEDORA-2009-12180

& CONFIRM
dev.mysql.com/doc/refman/5.1/en/news-
5-1-41.html

() MLIST [oss-security] 20091121 Re:
CVE Request - MySQL - 5.0.88

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)


http://www.debian.org/security/2010/dsa-1997
https://web.archive.org/web/2009/http://dev.mysql.com/doc/refman/5.0/en/news-5-0-88.html
http://bugs.mysql.com/47780
http://lists.apple.com/archives/security-announce/2010//Mar/msg00001.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A8500
http://lists.opensuse.org/opensuse-security-announce/2010-05/msg00001.html
http://marc.info/?l=oss-security&m=125881733826437&w=2
https://web.archive.org/web/2009/http://secunia.com/advisories/38573
http://www.ubuntu.com/usn/USN-1397-1
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11349
http://www.redhat.com/support/errata/RHSA-2010-0109.html
https://bugzilla.redhat.com/show_bug.cgi?id=540906
http://www.vupen.com/english/advisories/2010/1107
http://support.apple.com/kb/HT4077
https://www.redhat.com/archives/fedora-package-announce/2009-December/msg00764.html
https://web.archive.org/web/2009/http://dev.mysql.com/doc/refman/5.1/en/news-5-1-41.html
http://marc.info/?l=oss-security&m=125883754215621&w=2
mailto:%20comment@cve.report

Type Vendor Product Version Update Edition Language
Application Mysaql Mysql 5.0.0 All All All
Application Mysq| Mysg| 5.0.1 All All All
Application Mysql Mysql 5.0.10 All All All
Application Mysq| Mysg| 5.0.15 All All All
Application Mysql Mysql 5.0.16 All All All
Application Mysq| Mysg| 5.0.17 All All All
Application Mysql Mysql 5.0.2 All All All
Application Mysql Mysql 5.0.20 All All All
Application Mysaql Mysql 5.0.22.1.0.1 All All All
Application Mysql Mysql 5.0.24 All All All
Application Mysql Mysql 5.0.3 All All All
Application Mysql Mysql 5.0.30 All All All
Application Mysq| Mysg| 5.0.36 All All All
Application Mysql Mysql 5.0.4 All All All
Application Mysaql Mysql 5.0.44 All All All
Application Mysaql Mysql 5.0.5 All All All
Application Mysq| Mysg| 5.0.5.0.21 All All All
Application Mysaql Mysql 5.0.54 All All All
Application Mysq| Mysg| 5.0.56 All All All
Application Mysql Mysql 5.0.60 All All All
Application Mysq| Mysg| 5.0.66 All All All
Application Mysql Mysql 5.0.82 All All All
Application Mysq| Mysg| 5.1.23 All All All
Application Mysql Mysql 5.1.32 All All All
Application Mysq| Mysg| 5.1.5 All All All
Application Mysql Mysql 5.0.0 All All All
Application Mysql Mysql 5.0.1 All All All
Application Mysql Mysql 5.0.10 All All All
Application Mysql Mysql 5.0.15 All All All
Application Mysql Mysql 5.0.16 All All All
Application Mysql Mysql 5.0.17 All All All
Application Mysql Mysql 5.0.2 All All All
Application Mysql Mysql 5.0.20 All All All
Application Mysql Mysql 5.0.22.1.0.1 All All All
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cpe:2.3:a:mysql:mysql:5.0.0:* " e

cpe:2.3:a:mysql:mysql:5.0. 1 e

cpe:2.3:a:mysql:mysql:5.0.17

dkak ok k ok akak.

cpe:2.3:a:mysql:mysql:5.0.2:*

cpe:2.3:a:mysql:mysql:5.0.20

Sk ok ak ok akakak.

cpe:2.3:a:mysqgl:mysql:5.0.22.1.0.1 "> "™
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cpe:2.3:a:mysqgl:mysql:5.0.5:

dkkak ok akakk,

cpe:2.3:a:mysqgl:mysql:5.0.5.0.21: "

cpe:2.3:a:mysqgl:mysql:5.1.5:

cpe:2.3:a:mysqgl:mysql:5.0.0:*

cpe:2.3:a:mysqgl:mysql:5.0. 1

Sk Lk ak ok akkak.

cpe:2.3:a:mysqgl:mysql:5.0.17: % ™
cpe:2.3:a:mysql:mysql:5.0.2:* " i
cpe:2.3:a:mysqgl:mysql:5.0.20: %" "
cpe:2.3:a:mysql:mysql:5.0.22.1.0.1
cpe:2.3:a:mysql:mysql:5.0.24 %
cpe:2.3:a:mysqgl:mysql:5.0.3:%
cpe:2.3:a:mysqgl:mysql:5.0.30:* "

cpe:2.3:a:mysqgl:mysql:5.0.36:* " "

cpe:2.3:a:mysqgl:mysql:5.0.4: %



skukakakakakak.

cpe:2.3:a:mysql:mysql:5.0.82:%:%: "

Skakakakkakak.

cpe:2.3:a:mysql:mysql:5.1.23:%:* "

Skkkuk Lk akuk.

cpe:2.3:a:mysql:mysql:5.1.32:% %"

cpe:2.3:a:mysql:mysql:5.1.5:% %

ARk kKKK Lk,

cpe:2.3:a:oracle:mysql:5.0. 11 "

ARk kKKK Lk,

cpe:2.3:a:oracle:mysql:5.0.12:*

kKK kKKK,

cpe:2.3:a:oracle:mysql:5.0.13:

kKK kKKK,

cpe:2.3:a:oracle:mysql:5.0. 14

Kk ok kKKK,

cpe:2.3:a:oracle:mysql:5.0.19: ™

kKK kKK,

cpe:2.3:a:oracle:mysql:5.0.21

Kk kKKK Lk,

cpe:2.3:a:oracle:mysql:5.0.22:*

Kk kKR kLK,

cpe:2.3:a:oracle:mysql:5.0.23:*

kKK kKK,

cpe:2.3:a:oracle:mysql:5.0.26:*

kKoK kKK,

cpe:2.3:a:oracle:mysql:5.0.27 %

Rk kR ok ak,

cpe:2.3:a:oracle:mysql:5.0.3:beta:*:*:*:*:*:*:

Skak ok ak ok ak,

cpe:2.3:a:oracle:mysql:5.0.30:sp1: "%



ak KLk LK LK LK LK,

cpe:2.3:a:oracle:mysql:5.0.52:* " " *:*:

cpe:2.3:a:oracle:mysql:5.0.6: """

cpe:2.3:a:oracle:mysql:5.0.7: 7 "

ARk kKK LKLk,

cpe:2.3:a:oracle:mysql:5.0.75: "

cpe:2.3:a:oracle:mysql:5.0.8:* "

kKK kKKK,

cpe:2.3:a:oracle:mysql:5.0.81

kKK kKKK,
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cpe:2.3:a:oracle:mysql:5.1. 1

cpe:2.3:a:oracle:mysql:5.1.10:
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cpe:2.3:a:oracle:mysql:5.1.7: %"
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cpe:2.3:a:oracle:mysql:5.1.9: 7 %%

kKK kKKK,

cpe:2.3:a:oracle:mysql:5.0.13:

LRk ok kKKK,

cpe:2.3:a:oracle:mysql:5.0. 14

kKK kKKK,

cpe:2.3:a:oracle:mysql:5.0.18: ™

Kk ok kKKK,

cpe:2.3:a:oracle:mysql:5.0.19:

Kk ok uk kLK,

cpe:2.3:a:oracle:mysql:5.0.22:*

Kk ok kKKK,

cpe:2.3:a:oracle:mysql:5.0.23:*

koK kKKK,

cpe:2.3:a:oracle:mysql:5.0.25:*

kKKK kLK,

cpe:2.3:a:oracle:mysql:5.0.26:*

dkak kR akak.

cpe:2.3:a:oracle:mysql:5.0.3:beta:*:*:*:*:*:*:

Skakakak Lk ak,

cpe:2.3:a:oracle:mysql:5.0.30:sp1: "%

kKKK kK,

cpe:2.3:a:oracle:mysql:5.0.32:*

kKKK Kk,

cpe:2.3:a:oracle:mysql:5.0.33: """ ™



R R R

cpe:2.3:a:oracle:mysql:5.0.52:*: " *:*:

cpe:2.3:a:oracle:mysql:5.0.6: """

cpe:2.3:a:oracle:mysql:5.0.7:% 7 "

dk kKKK LKLk,

cpe:2.3:a:oracle:mysql:5.0.75:****:**:

kKK kKKK,

cpe:2.3:a:oracle:mysql:5.0.83:
cpe:2.3:a:oracle:mysql:5.1: "
cpe:2.3:a:oracle:mysql:5.1. 1
cpe:2.3:a:oracle:mysql:5.1.10:
cpe:2.3:a:oracle:mysql:5.1. 11
cpe:2.3:a:oracle:mysql:5.1.12:
cpe:2.3:a:oraclexmysql:5.1.13:
cpe:2.3:a:oracle:xmysql:5.1. 14
cpe:2.3:a:oraclexmysql:5.1.15:
cpe:2.3:a:oraclexmysql:5.1.16:*
cpe:2.3:a:oracle:xmysql:5.1.17:
cpe:2.3:a:oraclexmysql:5.1.18:

cpe:2.3:a:oraclexmysql:5.1.19:

cpe:2.3:a:oracle:mysql:5.1.2: "



cpe:2.3:a:oracle:mysql:5.1.4: "
cpe:2.3:a:oracle:mysql:5.1.6:*: """
cpe:2.3:a:oracle:mysql:5.1.7: "
cpe:2.3:a:oracle:mysql:5.1.8: """

cpe:2.3:a:oracle:mysql:5.1.9: "%
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