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Summary

CVE CVE-2009-4025

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-11-29 13:07:00 UTC

Updated 2017-08-17 01:31:00 UTC

Description Argument injection vulnerability in the traceroute function in Traceroute.php in the Net_Traceroute package before 0.21.2 for PEAR allows remote attackers to execute arbitrary shell commands via the host parameter. 

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pear Pear 0.11 All All All

Application Pear Pear 0.20 All All All

Application Pear Pear 0.21 All All All

Application Pear Pear All All All All

Application Pear Pear 0.11 All All All

Application Pear Pear 0.20 All All All

Application Pear Pear 0.21 All All All

References

Reference Source Link

PEAR Net_Traceroute 'traceroute()' Function Arbitrary Argument Injection Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Net_Traceroute :: 0.21.2 CONFIRM pear.php.net

[SECURITY] Fedora 11 Update: php-pear-Net-Traceroute-0.21.2-1.fc11 FEDORA www.redhat.com

Gentoo Linux Documentation -- PEAR Net_Traceroute: Command injection GENTOO security.gentoo.org

PEAR Blog » Blog Archive » Net_Traceroute and Net_Ping security advisory CONFIRM blog.pear.php.net

[SECURITY] Fedora 12 Update: php-pear-Net-Traceroute-0.21.2-1.fc12 FEDORA www.redhat.com
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https://www.redhat.com/archives/fedora-package-announce/2009-November/msg00998.html
http://security.gentoo.org/glsa/glsa-200911-06.xml
http://blog.pear.php.net/2009/11/14/net_traceroute-and-net_ping-security-advisory/
https://www.redhat.com/archives/fedora-package-announce/2009-November/msg01110.html


60515 OSVDB osvdb.org

Error 404 CONFIRM pear.php.net

Fedora update for php-pear-Net-Traceroute - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

[SECURITY] Fedora 10 Update: php-pear-Net-Traceroute-0.21.2-1.fc10 FEDORA www.redhat.com

Gentoo update for PEAR-Net_Traceroute - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

oss-security - CVE request: Argument injections in multiple PEAR packages MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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