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CVE-2009-4028

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACMALNCRIPIAP Certain versions of Mysql from Mysqgl contain the following
vulnerability:

The vio_verify_callback function in viosslfactories.c in MySQL 5.0.x
before 5.0.88 and 5.1.x before 5.1.41, when OpenSSL is used, accepts
a value of zero for the depth of X.509 certificates, which allows man-in-
the-middle attackers to spoof arbitrary SSL-based MySQL servers via
a crafted certificate, as demonstrated by a certificate presented by a
server linked against the yaSSL library.

CVE-2009-4028 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: (SSEMEDIIN] |

Access Access Authentication
Vector Complexity

NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:8510

oss-security - Re: mysql-5.1.41 ¢ > MLIST [oss-security] 20091123 Re: mysql-
5.1.41

MySQL Lists: commits: bzr commit into mysql-4.1 branch IR MLIST [commits] 20091020 bzr commit into

(joro:2709) Bug#47320 mysql-4.1 branch (joro:2709) Bug#47320

oss-security - mysql-5.1.41 ¢ > MLIST [oss-security] 20091119 mysq|-
5.1.41

MvSQL :: MvSQL 5.0 Reference Manual :: C.1.2 Chanaes in R CONFIRM


https://cve.report/
https://cve.report/CVE-2009-4028/mitre
https://cve.report/CVE-2009-4028/nist
https://cve.report/CVE-2009-4028/cve_org
https://cve.report/CVE-2009-4028.pdf
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A8510
http://www.openwall.com/lists/oss-security/2009/11/23/16
http://lists.mysql.com/commits/87446
http://www.openwall.com/lists/oss-security/2009/11/19/3

MySQL 5.0.88 (04 November 2009)
[security-announce] SUSE Security Summary Report: SUSE-
SR:2010:011

'[oss-security] CVE Request - MySQL - 5.0.88' - MARC
MySQL Bugs: #47320: OpenSSL client does not check
YaSSL server certificate

Support

Repository / Oval Repository

Webmail : Solution de messagerie professionnelle -
OVHcloud- OVH

MySQL :: MySQL 5.1 Reference Manual :: C.1.2 Changes in
MySQL 5.1.41 (05 November 2009)

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

text/html
Inactive Link'| Not Archived

lists.opensuse.org

text/html

text/html

bugs.mysql.com
text/html

www.redhat.com
text/html

oval.cisecurity.org
text/html

Vendor Advisory

text/html

web.archive.org
text/html

Inactive Link'| Not Archived

dev.mysgl.com/doc/refman/5.0/en/news-5-0-
88.html

9 SUSE SUSE-SR:2010:011

() MLIST [oss-security] 20091121 CVE
Request - MySQL - 5.0.88

7, CONFIRM bugs.mysql.com/47320
& REDHAT RHSA-2010:0109

() OVAL oval:org.mitre.oval:def:10940

(3 VUPEN ADV-2010-1107

IR CONFIRM
dev.mysql.com/doc/refman/5.1/en/news-5-1-
41 .html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

Type Vendor Product Version Update
Application Mysql Mysql 5.0.0 All
Application Mysql Mysql 5.0.1 All
Application Mysql Mysql 5.0.10 All
Application Mysql Mysql 5.0.15 All
Application Mysql Mysql 5.0.16 All
Application Mysql Mysql 5.0.17 All
Application Mysql Mysql 5.0.2 All
Application Mysql Mysql 5.0.20 All
Application Mysql Mysql 5.0.22.1.0.1 All
Application Mysql Mysql 5.0.24 All
Application Mysaql Mysql 5.0.3 All
Application Mysaql Mysql 5.0.30 All
Application Mysaql Mysql 5.0.36 All
Application Mysaql Mysql 5.0.4 All

Edition Language
All All
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cpe:2.3:a:mysqgl:mysql:5.0.0:% %

cpe:2.3:a:mysqgl:mysql:5.0.1: "

cpe:2.3:a:mysql:mysql:5.0.24

skakakakakakak.

cpe:2.3:a:mysql:mysql:5.0.3:* % "

cpe:2.3:a:mysql:mysql:5.0.36

Skuk Lk uk ok kak.

cpe:2.3:a:mysql:mysql:5.0.4:* %

cpe:2.3:a:mysql:mysql:5.0.44

Skk Kk ak ok akak.

AnnD iarmuenalimuenl R N RaFkckak ok ok,
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5.1.31
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UMG.L.0. A HYDYLITTYDYL. DV v o s e e s

ARk kR kR k.

cpe:2.3:a:mysqgl:mysql:5.0.5.0.21 "

Sk Kk kR akak.

cpe:2.3:a:mysql:mysql:5.0.84: % "
cpe:2.3:a:mysql:mysql:5.1.23: "

cpe:2.3:a:mysqgl:mysql:5.1.31

sk ok akakakakak.

cpe:2.3:a:mysqgl:mysql:5.1.32: % "™

sk ok akakakakak.

cpe:2.3:a:mysqgl:mysql:5.1.34:* "

cpe:2.3:a:mysqgl:mysql:5.1.5:

cpe:2.3:a:mysqgl:mysql:5.0.0:% %

cpe:2.3:a:mysqgl:mysql:5.0.1 %

cpe:2.3:a:mysqgl:mysql:5.0.2:* %

cpe:2.3:a:mysqgl:mysql:5.0.20: " "

cpe:2.3:a:mysqgl:mysql:5.0.22.1.0.1: % "

Skuk ok ak Lk akak.

cpe:2.3:a:mysql:mysql:5.0.36:%:*:*:

cpe:2.3:a:mysql:mysql:5.0.4:*:*

dkk ok k ok akak.

cpe:2.3:a:mysql:mysql:5.0.44 %%



cpe:2.3:a:mysqgl:mysql:5.0.5:%

dkak kR kR k.

cpe:2.3:a:mysql:mysql:5.0.5.0.21 %% %

Sk Lk k kR kak.

cpe:2.3:a:mysql:mysql:5.0.56: %" " *:

Skuk ok k ok akak.

cpe:2.3:a:mysql:mysql:5.0.60:: " " :*:

Skuk ok k ok akak.

cpe:2.3:a:mysqgl:mysql:5.0.66::* " " :*:

Sk ok ak kR akak.

cpe:2.3:a:mysql:mysql:5.0.82: % "

sk ok ak ok akakak.

cpe:2.3:a:mysqgl:mysql:5.1.23: % "

Sk ok ak ok akakak.

cpe:2.3:a:mysqgl:mysql:5.1.31 % ™

Sk ok akakakakak.

cpe:2.3:a:mysqgl:mysql:5.1.32:* " "

sk ok akakakakak.

cpe:2.3:a:mysqgl:mysql:5.1.34* "

dk kKKK LKLk,

cpe:2.3:a:oracle:mysql:5.0.25:* 7 "%

ARk LKLk Lk LKLk,

cpe:2.3:a:oracle:mysql:5.0.26:*:*:**:*:*:*:

ARk kLK kKK,

cpe:2.3:a:oracle:mysql:5.0.27:****: "



akak Lk akakak.

cpe:2.3:a:oracle:mysql:5.0.3:beta:*:*:*:*:*:*:

Skk Lk akkuk.

cpe:2.3:a:oracle:mysql:5.0.30:sp1 " "

Kk kK kKK,

cpe:2.3:a:oracle:mysql:5.0.32:

kKK kKK,

cpe:2.3:a:oracle:mysql:5.0.37:*

kKKK kLK,

cpe:2.3:a:oracle:mysql:5.0.38:*

Kk kKK kK,

cpe:2.3:a:oracle:mysql:5.0.41 "

kKK kKK,

cpe:2.3:a:oracle:mysql:5.0.42:*

kKoK kKK,

cpe:2.3:a:oracle:mysql:5.0.50:* ***

Rk ok kKoK Lk,

cpe:2.3:a:oracle:mysql:5.0.51
cpe:2.3:a:oracle:mysql:5.0.52:* """

cpe:2.3:a:oracle:mysql:5.0.6:% %" "

cpe:2.3:a:oracle:mysql:5.0.7: %"

cpe:2.3:a:oracle:mysql:5.1: "

cpe:2.3:a:oracle:mysql:5.1.1: "

ak kKK kLKL k,

cpe:2.3:a:oracle:mysql:5.1.13:* "

ak kKKK LKLk,

cpe:2.3:a:oracle:mysql:5.1. 14 %"



kKK kKKK,

cpe:2.3:a:oracle:mysql:5.1.16:

Kk kKK kLK,

cpe:2.3:a:oracle:mysql:5.1.17:

KKk kKKK,

cpe:2.3:a:oracle:mysql:5.1.18: ™

cpe:2.3:a:oracle:mysql:5.1.2:

kKR kLK,

cpe:2.3:a:oracle:mysql:5.1.20:"

kKKK kK,

cpe:2.3:a:oraclexmysql:5.1.21

Rk kKK kK,

cpe:2.3:a:oracle:mysql:5.1.22:*

LRk ok ak ok ak,

cpe:2.3:a:oracle:xmysql:5.1.23:a: ™

Rk ok kKKK,

cpe:2.3:a:oracle:xmysql:5.1.24

kK kKKK,

cpe:2.3:a:oracle:mysql:5.1.25:* " ™

B R

cpe:2.3:a:oracle:mysql:5.1.36:*: """ *:

dkukakakakak

cpe:2.3:a:oracle:mysql:5.1.37:sp1: "

ak kLK Lk LKLk Lk,

cpe:2.3:a:oracle:mysql:5.1.39:*: """

cpe:2.3:a:oracle:mysql:5.1.4: "

ARk LKLk Lk LKLk,

cpe:2.3:a:oracle:mysql:5.1.40:* "

Skukakak k.

cpe:2.3:a:oracle:mysql:5.1.40:sp1:*: "



cpe:2.3:a:oracle:mysql:5.1.6:* "

cpe:2.3:a:oracle:mysql:5.1.7:

cpe:2.3:a:oracle:mysql:5.1.8: " ™

cpe:2.3:a:oracle:mysql:5.1.9: i

kKoK uk kLK,

cpe:2.3:a:oracle:mysql:5.0.11

kKoK ok kK,

cpe:2.3:a:oracle:mysql:5.0.12:*

SRk kKK oKk,

cpe:2.3:a:oracle:mysql:5.0.13:*

SRk kL kR kK,

cpe:2.3:a:oracle:mysql:5.0. 14

kKoK kKK,

cpe:2.3:a:oracle:mysql:5.0.19:

Rk ok ok koK k.

cpe:2.3:a:oracle:mysql:5.0.21 % "

ak kLKL LK LKLk,

cpe:2.3:a:oracle:mysql:5.0.37:*: "

B R

cpe:2.3:a:oracle:mysql:5.0.38: ;" *:*:

ARk LKLk LK LKLk,

cpe:2.3:a:oracle:mysql:5.0.41 %"

ak kLK kLK Lk Lk,

cpe:2.3:a:oracle:mysql:5.0.45:* "%

ARk kKK LKLk,

cpe:2.3:a:oracle:mysql:5.0.50:* " " *:

ARk kKK LKLk,

cpe:2.3:a:oracle:mysql:5.0.51 "

kKK kKKK,

cpe:2.3:a:oracle:mysql:5.0.52:*



cpe:2.3:a:oracle:mysql:5.0.6:*: "

cpe:2.3:a:oracle:mysql:5.0.7:

Kk kKK kLK,

cpe:2.3:a:oracle:mysql:5.0.77:
cpe:2.3:a:oracle:mysql:5.0.8: i

cpe:2.3:a:oracle:mysql:5.0.81

kKoK uk kLK,

cpe:2.3:a:oracle:mysql:5.0.83:* ™

kKoK kKK,

cpe:2.3:a:oracle:mysql:5.0.86:* " *:*:
cpe:2.3:a:oracle:mysql:5.1:

cpe:2.3:a:oracle:mysql:5.1. 1 "
cpe:2.3:a:oracle:mysql:5.1.10:* "™
cpe:2.3:a:oracle:mysql:5.1.11
cpe:2.3:a:oracle:mysql:5.1.12:* "
cpe:2.3:a:oracle:mysql:5.1.13:* " " ™
cpe:2.3:a:oracle:mysql:5.1. 14 "
cpe:2.3:a:oracle:mysql:5.1.15:% " " ™
cpe:2.3:a:oracle:mysql:5.1.16:* """ ™
cpe:2.3:a:oracle:mysql:5.1.17: "
cpe:2.3:a:oracle:mysql:5.1.18:" " """
cpe:2.3:a:oracle:mysql:5.1.19: " "
cpe:2.3:a:oracle:mysql:5.1.2:% """

ARk LKLk LKLk K,

cpe:2.3:a:oracle:mysql:5.1.20:* """

ARk kLK LK LKLk,

cpe:2.3:a:oracle:mysql:5.1.21 %

dkkakukukak.

cpe:2.3:a:oracle:mysql:5.1.23:a:*:*:*:*:*:*:

ak kK kKKK,

cpe:2.3:a:oracle:mysql:5.1.24:****: "

ARk kKKK Lk,

cpe:2.3:a:oracle:mysql:5.1.25:****: %%



cpe:2.3:a:oracle:mysql:5.1.26:*
cpe:2.3:a:oracle:mysql:5.1.27:

cpe:2.3:a:oracle:mysql:5.1.28:*

cpe:2.3:a:oracle:mysql:5.1.3: e
cpe:2.3:a:oracle:mysql:5.1.30:"
cpe:2.3:a:oracle:mysql:5.1.31:sp1:

cpe:2.3:a:oracle:mysql:5.1.33:*

cpe:2.3:a:oracle:mysql:5.1.6:* %" "
cpe:2.3:a:oracle:mysql:5.1.7:
cpe:2.3:a:oracle:mysql:5.1.8: " "

cpe:2.3:a:oracle:mysql:5.1.9: " "

No vendor comments have been submitted for this CVE
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