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AVLACMAUNICPIIPIAP Certain versions of Mysql from Mysqgl contain the following
’ vulnerability:

MySQL 5.1.x before 5.1.41 allows local users to bypass certain
privilege checks by calling CREATE TABLE on a MyISAM table with
modified (1) DATA DIRECTORY or (2) INDEX DIRECTORY arguments
that are originally associated with pathnames without symlinks, and
that can point to tables created at a future time at which a pathname is
modified to contain a symlink to a subdirectory of the MySQL data home directory, related to
incorrect calculation of the mysqgl_unpacked_real data_home value. NOTE: this vulnerability
exists because of an incomplete fix for CVE-2008-4098 and CVE-2008-2079.

CVE-2009-4030 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 4.4 -MEDIUM |

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:a:oracle:mysql:5.1.17:

kKK kKK,

cpe:2.3:a:oracle:mysql:5.1.18: ™
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cpe:2.3:a:oracle:mysql:5.1.19: "

cpe:2.3:a:oracle:mysql:5.1.2: i
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cpe:2.3:a:oracle:mysql:5.1.21
cpe:2.3:a:oracle:mysql:5.1.22:*
cpe:2.3:a:oracle:xmysql:5.1.3: i
cpe:2.3:a:oracle:mysql:5.1.30:"
cpe:2.3:a:oracle:xmysql:5.1.4:
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cpe:2.3:a:oracle:mysql:5.1.7: %"
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cpe:2.3:a:oracle:mysql:5.1.13: " "
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cpe:2.3:a:oracle:mysql:5.1.15: %"
cpe:2.3:a:oracle:mysql:5.1.16:*: """
cpe:2.3:a:oracle:mysql:5.1.17:* %"
cpe:2.3:a:oracle:mysql:5.1.18:* """
cpe:2.3:a:oracle:mysql:5.1.19: 7 :**:*:
cpe:2.3:a:oracle:mysql:5.1.2:% 7 "%
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cpe:2.3:a:oracle:mysql:5.1.22:*

cpe:2.3:a:oracle:mysql:5.1.3: i

cpe:2.3:a:oracle:mysql:5.1.4: e
cpe:2.3:a:oracle:xmysql:5.1.6:% ™
cpe:2.3:a:oracle:xmysql:5.1.7: i
cpe:2.3:a:oracle:mysql:5.1.8:* o™

cpe:2.3:a:oracle:xmysql:5.1.9: i

No vendor comments have been submitted for this CVE
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