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Summary

CVE CVE-2009-4032

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-11-29 13:07:00 UTC

Updated 2023-02-13 01:17:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in Cacti 0.8.7e allow remote attackers to inject arbitrary web script or HTML via vectors related to (1) graph.php, (2) include/top_graph_header.php, (3) lib/html_form.php, and (4) lib/timespan_settings.php, as demonstrated by the (a) graph_end or (b) graph_start parameters to graph.php; (c) the date1 parameter in a tree action to graph_view.php; and the (d) page_refresh and (e) default_dual_pane_width parameters to graph_settings.php.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cacti Cacti 0.8.7e All All All

Application Cacti Cacti 0.8.7e All All All

References

Reference Source Link

Official Cacti Documentation Site - Cacti Docs CONFIRM docs.cacti.net

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

60483 OSVDB www.osvdb.org

Gentoo Bug 294573 - <net-analyzer/cacti-0.8.7e-r1 Multiple XSS flaws (CVE-2009-{4032,4112}) CONFIRM bugs.gentoo.org

oss-security - Re: CVE Request - Cacti - 0.8.7e MLIST www.openwall.com

JVNDB-2009-003901 JVNDB jvndb.jvn.jp

Cacti Multiple Cross Site Scripting and HTML Injection Vulnerabilities BID www.securityfocus.com

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com

Fedora update for cacti - Secunia.com SECUNIA secunia.com

Red Hat Customer Portal REDHAT rhn.redhat.com

[SECURITY] Fedora 12 Update: cacti-0.8.7e-3.fc12 FEDORA www.redhat.com

SecurityFocus BUGTRAQ www.securityfocus.com
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[SECURITY] Fedora 11 Update: cacti-0.8.7e-3.fc11 FEDORA www.redhat.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Red Hat High Performance Computing (HPC) Solution Multiple Vulnerabilities - Advisories - Community SECUNIA secunia.com

oss-security - Re: CVE Request - Cacti - 0.8.7e MLIST www.openwall.com

Cacti: The Complete RRDTool-based Graphing Solution CONFIRM www.cacti.net

www.cacti.net/downloads/patches/0.8.7e/cross_site_fix.patch CONFIRM www.cacti.net

oss-security - Re: CVE Request - Cacti - 0.8.7e MLIST www.openwall.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Fedora update for cacti - Secunia.com SECUNIA secunia.com

Cacti Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

JVN#09758120: Cacti vulnerable to cross-site scripting JVN jvn.jp

NEOHAPSIS - Peace of Mind Through Integrity and Insight FULLDISC archives.neohapsis.com

CVE-2009-4032 - Red Hat Customer Portal MISC access.redhat.com

oss-security - CVE Request - Cacti - 0.8.7e MLIST www.openwall.com

Bug 541279 – CVE-2009-4032 CVE-2010-2543 cacti: Multiple cross-site scripting flaws MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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