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Summary

CVE CVE-2009-4035

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-21 21:30:00 UTC

Updated 2017-09-19 01:29:00 UTC

Description The FoFiType1::parse function in fofi/FoFiType1.cc in Xpdf 3.0.0, gpdf 2.8.2, kpdf in kdegraphics 3.3.1, and possibly other libraries and versions, does not check the return value of the getNextLine function, which allows context-dependent attackers to execute arbitrary code via a PDF file with a crafted Type 1 font that can produce a negative value, leading to a signed-to-unsigned integer conversion error and a buffer overflow.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnome Gpdf 2.8.2 All All All

Application Gnome Gpdf 2.8.2 All All All

Application Kde Kdegraphics 3.3.1 All All All

Application Kde Kdegraphics 3.3.1 All All All

Application Kde Kpdf 3.3.1 All All All

Application Kde Kpdf 3.3.1 All All All

Application Xpdf Xpdf 3.0.0 All All All

Application Xpdf Xpdf 3.0.0 All All All

References

Reference Source

Red Hat update for gpdf - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

rhn.redhat.com | Red Hat Support REDHAT

Bug 541614 – CVE-2009-4035 xpdf: buffer overflow in FoFiType1::parse CONFIRM

SecurityTracker.com Archives - Xpdf Buffer Overflow in FoFiType1::parse Lets Remote Users Execute Arbitrary Code SECTRACK

rhn.redhat.com | Red Hat Support REDHAT

IBM X-Force Exchange XF

https://cve.report/
https://cve.report/CVE-2009-4035/mitre
https://cve.report/CVE-2009-4035/nist
https://cve.report/CVE-2009-4035/cve_org
https://cve.report/CVE-2009-4035.pdf
http://cve.report/vendor/gnome
http://cve.report/software/gnome/gpdf
http://cve.report/vendor/gnome
http://cve.report/software/gnome/gpdf
http://cve.report/vendor/kde
http://cve.report/software/kde/kdegraphics
http://cve.report/vendor/kde
http://cve.report/software/kde/kdegraphics
http://cve.report/vendor/kde
http://cve.report/software/kde/kpdf
http://cve.report/vendor/kde
http://cve.report/software/kde/kpdf
http://cve.report/vendor/xpdf
http://cve.report/software/xpdf/xpdf
http://cve.report/vendor/xpdf
http://cve.report/software/xpdf/xpdf
http://secunia.com/advisories/37781
http://www.redhat.com/support/errata/RHSA-2009-1680.html
https://bugzilla.redhat.com/show_bug.cgi?id=541614
http://www.securitytracker.com/id?1023356
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Red Hat update for kdegraphics - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Xpdf 'FoFiType1::parse' Buffer Overflow Vulnerability BID

Repository / Oval Repository OVAL

KDE KPDF "FoFiType1::parse()" Integer Underflow Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Red Hat update for xpdf - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

poppler/poppler - The poppler pdf rendering library (mirrored from https://gitlab.freedesktop.org/poppler/poppler) CONFIRM

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

rhn.redhat.com | Red Hat Support REDHAT

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:003 SUSE

FoFiType1.cc\fofi - poppler/poppler - The poppler pdf rendering library (mirrored from https://gitlab.freedesktop.org/poppler/poppler) MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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