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Summary

CVE CVE-2009-4140

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-22 22:30:00 UTC

Updated 2019-11-21 13:29:00 UTC

Description Unrestricted file upload vulnerability in ofc_upload_image.php in Open Flash Chart v2 Beta 1 through v2 Lug Wyrm Charmer, as used in Piwik 0.2.35 through 0.4.3, Woopra Analytics Plugin before 1.4.3.2, and possibly other products, when register_globals is enabled, allows remote authenticated users to execute arbitrary code by uploading a file with an executable extension through the name parameter with the code in the HTTP_RAW_POST_DATA parameter, then accessing it via a direct request to the file in tmp-upload-images/.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Matomo Matomo 0.2.37 All All All

Application Matomo Matomo 0.4.2 All All All

Application Matomo Matomo 0.4.3 All All All

Application Matomo Matomo 0.2.37 All All All

Application Matomo Matomo 0.4.2 All All All

Application Matomo Matomo 0.4.3 All All All

Application Teethgrinder.co.uk Open Flash Chart 2.0 beta_1 All All

Application Teethgrinder.co.uk Open Flash Chart 2.0 gamera All All

Application Teethgrinder.co.uk Open Flash Chart 2.0 hyperion All All

Application Teethgrinder.co.uk Open Flash Chart 2.0 ichor All All

Application Teethgrinder.co.uk Open Flash Chart 2.0 j_rmungandr All All

Application Teethgrinder.co.uk Open Flash Chart 2.0 j_rmungandr-2 All All

Application Teethgrinder.co.uk Open Flash Chart 2.0 kvasir All All

Application Teethgrinder.co.uk Open Flash Chart 2.0 lug_wyrm_charmer All All

Application Teethgrinder.co.uk Open Flash Chart 2.0 beta_1 All All

Application Teethgrinder.co.uk Open Flash Chart 2.0 gamera All All

Application Teethgrinder.co.uk Open Flash Chart 2.0 hyperion All All
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Application Teethgrinder.co.uk Open Flash Chart 2.0 hyperion All All

Application Teethgrinder.co.uk Open Flash Chart 2.0 ichor All All

Application Teethgrinder.co.uk Open Flash Chart 2.0 j_rmungandr All All

Application Teethgrinder.co.uk Open Flash Chart 2.0 j_rmungandr-2 All All

Application Teethgrinder.co.uk Open Flash Chart 2.0 kvasir All All

Application Teethgrinder.co.uk Open Flash Chart 2.0 lug_wyrm_charmer All All
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IBM X-Force Exchange XF

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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