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CVE CVE-2009-4144
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-23 20:30:00 UTC
Updated 2017-09-19 01:29:00 UTC
Description NetworkManager (NM) 0.7.2 does not ensure that the configured Certification Authority (CA) certificate file for a (1) WPA Ei
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Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Gnome Networkmanager 0.7.2 All All All

Application Gnome Networkmanager 0.7.2 All All All

Reference Source Link

#560067 - CVE-2009-4144: WPA enterprise network not verified when certificate is removed - Debian Bug report logs CONFIRM  bugs.de!

Support REDHAT  www.rec
[security-announce] SUSE Security Summary Report: SUSE-SR:2010:002 SUSE lists.ope
oss-security - NetworkManager CVE assignment MLIST WWW.0opr
SUSE Update for Multiple Packages - Secunia.com SECUNIA  secunia.
NetworkManager Security Bypass and Information Disclosure Vulnerabilities BID WWW.Sel
Repository / Oval Repository OVAL oval.cise
network-manager-applet - Applet for managing network connections CONFIRM  git.gnomr

Bug 546795 — CVE-2009-4144 NetworkManager: WPA enterprise network not verified when certificate is removed CONFIRM  bugzilla.
CVE Program record CVE.ORG www.cve

NVD vulnerability detail NVD nvd.nist.
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https://cve.report/
https://cve.report/CVE-2009-4144/mitre
https://cve.report/CVE-2009-4144/nist
https://cve.report/CVE-2009-4144/cve_org
https://cve.report/api/cve/CVE-2009-4144.json
https://cve.report/CVE-2009-4144.pdf
http://cve.report/vendor/gnome
http://cve.report/software/gnome/networkmanager
http://cve.report/vendor/gnome
http://cve.report/software/gnome/networkmanager
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=560067
http://www.redhat.com/support/errata/RHSA-2010-0108.html
http://lists.opensuse.org/opensuse-security-announce/2010-02/msg00000.html
http://www.openwall.com/lists/oss-security/2009/12/16/3
http://secunia.com/advisories/38420
http://www.securityfocus.com/bid/37580
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11315
http://git.gnome.org/browse/network-manager-applet/commit/?h=NETWORKMANAGER_APPLET_0_7&id=4020594dfbf566f1852f0acb36ad631a9e73a82b
https://bugzilla.redhat.com/show_bug.cgi?id=546795
https://www.cve.org/CVERecord?id=CVE-2009-4144
https://nvd.nist.gov/vuln/detail/CVE-2009-4144

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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