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Summary

CVE CVE-2009-4144

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-23 20:30:00 UTC

Updated 2017-09-19 01:29:00 UTC

Description NetworkManager (NM) 0.7.2 does not ensure that the configured Certification Authority (CA) certificate file for a (1) WPA Enterprise or (2) 802.1x network remains present upon a connection attempt, which might allow remote attackers to obtain sensitive information or cause a denial of service (connectivity disruption) by spoofing the identity of a wireless network.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnome Networkmanager 0.7.2 All All All

Application Gnome Networkmanager 0.7.2 All All All

References

Reference Source Link

#560067 - CVE-2009-4144: WPA enterprise network not verified when certificate is removed - Debian Bug report logs CONFIRM bugs.debian.org

Support REDHAT www.redhat.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:002 SUSE lists.opensuse.org

oss-security - NetworkManager CVE assignment MLIST www.openwall.com

SUSE Update for Multiple Packages - Secunia.com SECUNIA secunia.com

NetworkManager Security Bypass and Information Disclosure Vulnerabilities BID www.securityfocus.com

Repository / Oval Repository OVAL oval.cisecurity.org

network-manager-applet - Applet for managing network connections CONFIRM git.gnome.org

Bug 546795 – CVE-2009-4144 NetworkManager: WPA enterprise network not verified when certificate is removed CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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