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CVE CVE-2009-4147
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2009-12-02 19:30:00 UTC
Updated 2019-05-22 03:29:00 UTC

Description The _rtld function in the Run-Time Link-Editor (rtld) in libexec/rtld-elf/rtld.c in FreeBSD 7.1 and 8.0 does not clear the (1) LC
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Freebsd Freebsd 71 All All All

Operating System Freebsd Freebsd 8.0 All All All

Operating System Freebsd Freebsd 71 All All All

Operating System Freebsd Freebsd 8.0 All All All

Reference Source Lii
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SecurityFocus BUGTRAQ w\
SecurityTracker.com Archives - FreeBSD rtld Lets Local Users Gain Root Privileges SECTRACK w
people.freebsd.org/~cperciva/rtld.patch CONFIRM pe
FreeBSD rtld execl() Privilege Escalation ~ Packet Storm MISC pa
CVE Program record CVE.ORG W\
NVD vulnerability detail NVD nv
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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