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Summary

CVE CVE-2009-4185

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-02-05 22:30:00 UTC

Updated 2018-10-10 19:48:00 UTC

Description Cross-site scripting (XSS) vulnerability in proxy/smhui/getuiinfo in HP System Management Homepage (SMH) before 6.0 allows remote attackers to inject arbitrary web script or HTML via the servercert parameter.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp System Management Homepage 2.0.0 All All All

Application Hp System Management Homepage 2.0.1 All All All

Application Hp System Management Homepage 2.0.2 All All All

Application Hp System Management Homepage 2.1 All All All

Application Hp System Management Homepage 2.1.0-103 All All All

Application Hp System Management Homepage 2.1.0-103(a) All All All

Application Hp System Management Homepage 2.1.0-103\(a\) All All All

Application Hp System Management Homepage 2.1.0-109 All All All

Application Hp System Management Homepage 2.1.0-118 All All All

Application Hp System Management Homepage 2.1.1 All All All

Application Hp System Management Homepage 2.1.10 All All All

Application Hp System Management Homepage 2.1.10-186 All All All

Application Hp System Management Homepage 2.1.11 All All All

Application Hp System Management Homepage 2.1.11-197 All All All

Application Hp System Management Homepage 2.1.12-118 All All All

Application Hp System Management Homepage 2.1.12-200 All All All

Application Hp System Management Homepage 2.1.15-210 All All All
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Application Hp System Management Homepage 2.1.2-127 All All All

Application Hp System Management Homepage 2.1.3 All All All

Application Hp System Management Homepage 2.1.3.132 All All All

Application Hp System Management Homepage 2.1.4 All All All

Application Hp System Management Homepage 2.1.4-143 All All All

Application Hp System Management Homepage 2.1.5 All All All

Application Hp System Management Homepage 2.1.5-146 All All All

Application Hp System Management Homepage 2.1.6 All All All
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Application Hp System Management Homepage 2.1.7 All All All

Application Hp System Management Homepage 2.1.7-168 All All All

Application Hp System Management Homepage 2.1.8 All All All

Application Hp System Management Homepage 2.1.8-177 All All All

Application Hp System Management Homepage 2.1.9 All All All

Application Hp System Management Homepage 2.1.9-178 All All All

Application Hp System Management Homepage 2.2.6 All All All

Application Hp System Management Homepage 2.2.8 All All All
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References

Reference Source

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

HP System Management Homepage Cross-Site Scripting Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

'[security bulletin] HPSBMA02504 SSRT090220 rev.1 - HP System Management Homepage (SMH) for Linux and' - MARC HP

HP System Management Homepage Input Validation Hole Permits Cross-Site Scripting Attacks - SecurityTracker SECTRACK

SecurityFocus BUGTRAQ

HP System Management Homepage Unspecified Cross Site Scripting Vulnerability BID

ProCheckUp - Penetration Testing, PCI DSS Compliance, Application Testing MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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