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Summary

CVE CVE-2009-4197

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-04 11:30:00 UTC

Updated 2017-08-17 01:31:00 UTC

Description rpwizPppoe.htm in Huawei MT882 V100R002B020 ARG-T running firmware 3.7.9.98 contains a form that does not disable the autocomplete setting for the password parameter, which makes it easier for local users or physically proximate attackers to obtain the password from web browsers that support autocomplete.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Huawei Mt882 Modem v100r002b020_arg-t All All All

Hardware Huawei Mt882 Modem v100r002b020_arg-t All All All

Application Huawei Mt882 Modem Firmware 3.7.9.98 All All All

Application Huawei Mt882 Modem Firmware 3.7.9.98 All All All

Hardware Huawei Mt882 V100t002b020 Arg-t firmware_3.7.9.98 All All All

Hardware Huawei Mt882 V100t002b020 Arg-t firmware_3.7.9.98 All All All

References

Reference Source Link Tags

Huawei MT882 Modem/Router Multiple Vulnerabilities EXPLOIT-DB www.exploit-db.com Exploit

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Huawei MT882 Cross Site Scripting and Information Disclosure Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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