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CVE CVE-2009-4227
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2009-12-08 18:30:00 UTC
Updated 2017-08-17 01:31:00 UTC
Description Stack-based buffer overflow in the read_1_3_textobject function in f_readold.c in Xfig 3.2.5b and earlier, and in the read_te
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Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Xfig Xfig 325 All All All
Application Xfig Xfig 325 All All All
Application Xfig Xfig All All Al Al

References

Reference Source
Bug 543905 — CVE-2009-4227 CVE-2009-4228 Xfig, Transfig: Stack-based buffer overflow by loading malformed .FIG files CONFIRM
Xfig ".fig" File Parsing Buffer Overflow - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA
#559274 - xfig: buffer overflow in read .fig file - Debian Bug report logs CONFIRM
Malformed Request BID
Support / Security / Advisories / / MDVSA-2011:010 | Mandriva MANDRIVA
oss-security - CVE Request -- xfig MLIST
transfig ".fig" File Parsing Buffer Overflow - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA
IBM X-Force Exchange XF
Webmail - OVH VUPEN
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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https://cve.report/
https://cve.report/CVE-2009-4227/mitre
https://cve.report/CVE-2009-4227/nist
https://cve.report/CVE-2009-4227/cve_org
https://cve.report/api/cve/CVE-2009-4227.json
https://cve.report/CVE-2009-4227.pdf
http://cve.report/vendor/xfig
http://cve.report/software/xfig/xfig
http://cve.report/vendor/xfig
http://cve.report/software/xfig/xfig
http://cve.report/vendor/xfig
http://cve.report/software/xfig/xfig
https://bugzilla.redhat.com/show_bug.cgi?id=543905
http://secunia.com/advisories/37571
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=559274
http://www.securityfocus.com/bid/37193
http://www.mandriva.com/security/advisories?name=MDVSA-2011:010
http://www.openwall.com/lists/oss-security/2009/12/03/2
http://secunia.com/advisories/37577
https://exchange.xforce.ibmcloud.com/vulnerabilities/54525
http://www.vupen.com/english/advisories/2011/0108
https://www.cve.org/CVERecord?id=CVE-2009-4227
https://nvd.nist.gov/vuln/detail/CVE-2009-4227
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-12-15 Joshua Bressers Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.
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There are currently no legacy QID mappings associated with this CVE.
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