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CVE CVE-2009-4235
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2009-12-08 19:30:00 UTC
Updated 2017-08-17 01:31:00 UTC
Description acpid 1.0.4 sets an unrestrictive umask, which might allow local users to leverage weak permissions on /var/log/acpid, and

1|

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Tim Hockin Acpid 1.0.4 All All All
Application Tim Hockin Acpid 1.0.4 All All All

References

Reference

Bug 542926 — CVE-2009-4033 acpid: log file created with random permissions

Support / Security / Advisories / / MDVSA-2009:343 | Mandriva

Support / Security / Advisories / / MDVSA-2009:342 | Mandriva

Debian -- Security Information -- DSA-1960-1 acpid

rhn.redhat.com | Red Hat Support

IBM X-Force Exchange

Bug 515062 — /var/log/acpid has improper permissions

Security Tracker.com Archives - acpid Log File Permissions May Let Local Users Gain Elevated Privileges
CVE Program record

NVD vulnerability detail

/

Source Link

CONFIRM bugzilla.redhat.cor
MANDRIVA  www.mandriva.cor
MANDRIVA  www.mandriva.cor
DEBIAN www.debian.org
REDHAT www.redhat.com
XF exchange.xforce.it
CONFIRM bugzilla.redhat.cor
SECTRACK  securitytracker.cor
CVE.ORG WWW.CVe.org

NVD nvd.nist.gov

Vendor Comments And Credit


https://cve.report/
https://cve.report/CVE-2009-4235/mitre
https://cve.report/CVE-2009-4235/nist
https://cve.report/CVE-2009-4235/cve_org
https://cve.report/api/cve/CVE-2009-4235.json
https://cve.report/CVE-2009-4235.pdf
http://cve.report/vendor/tim_hockin
http://cve.report/software/tim_hockin/acpid
http://cve.report/vendor/tim_hockin
http://cve.report/software/tim_hockin/acpid
https://bugzilla.redhat.com/show_bug.cgi?id=542926
http://www.mandriva.com/security/advisories?name=MDVSA-2009:343
http://www.mandriva.com/security/advisories?name=MDVSA-2009:342
http://www.debian.org/security/2009/dsa-1960
http://www.redhat.com/support/errata/RHSA-2009-1642.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/54676
https://bugzilla.redhat.com/show_bug.cgi?id=515062
http://securitytracker.com/id?1023284
https://www.cve.org/CVERecord?id=CVE-2009-4235
https://nvd.nist.gov/vuln/detail/CVE-2009-4235

Organization Published Contributor  Statement

Red Hat 2009-12-15 Tomas Hoger Red Hat considers this to be a duplicate of the CVE-2009-4033, rather than a separate issue. F

There are currently no legacy QID mappings associated with this CVE.
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