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Summary

CVE CVE-2009-4237

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-10 23:30:00 UTC

Updated 2014-05-05 04:36:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in TestLink before 1.8.5 allow remote attackers to inject arbitrary web script or HTML via (1) the req parameter to login.php, and allow remote authenticated users to inject arbitrary web script or HTML via (2) the key parameter to lib/general/staticPage.php, (3) the tableName parameter to lib/attachments/attachmentupload.php, or the (4) startDate, (5) endDate, or (6) logLevel parameter to lib/events/eventviewer.php; (7) the search_notes_string parameter to lib/results/resultsMoreBuilds_buildReport.php; or the (8) expected_results, (9) name, (10) steps, or (11) summary parameter in a find action to lib/testcases/searchData.php, related to lib/functions/database.class.php.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Teamst Testlink 1.7 All All All

Application Teamst Testlink 1.7.1 All All All

Application Teamst Testlink 1.7.4 All All All

Application Teamst Testlink 1.8 rc1 All All

Application Teamst Testlink 1.8.0 All All All

Application Teamst Testlink 1.8.1 All All All

Application Teamst Testlink 1.8.2 All All All

Application Teamst Testlink 1.8.3 All All All

Application Teamst Testlink 1.7 All All All

Application Teamst Testlink 1.7.1 All All All

Application Teamst Testlink 1.7.4 All All All

Application Teamst Testlink 1.8 rc1 All All

Application Teamst Testlink 1.8.0 All All All

Application Teamst Testlink 1.8.1 All All All

Application Teamst Testlink 1.8.2 All All All

Application Teamst Testlink 1.8.3 All All All

Application Teamst Testlink All All All All
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Application Teamst Testlink All All All All

References

Reference Source Link

60915 OSVDB osvdb.org

TestLink - open source Test management - TestLink 1.8.5 released CONFIRM www.teamst.org

20091209 CORE-2009-1013: Multiple XSS and Injection Vulnerabilities in TestLink Test Management and Execution System FULLDISC archives.neohapsis.com

60917 OSVDB osvdb.org

60914 OSVDB osvdb.org

TestLink Cross Site Scripting and SQL Injection Vulnerabilities BID www.securityfocus.com

Core Security Technologies MISC www.coresecurity.com

60918 OSVDB osvdb.org

60916 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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