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CVE CVE-2009-4245
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback
Published 2010-01-25 19:30:01 UTC
Updated 2026-04-29 01:13:23 UTC

Description Heap-based buffer overflow in RealNetworks RealPlayer 10, RealPlayer 10.5 6.0.12.1040 through 6.0.12.1741, RealPlayer

/ |

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov
AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows All All All All


https://cve.report/
https://cve.report/CVE-2009-4245/mitre
https://cve.report/CVE-2009-4245/nist
https://cve.report/CVE-2009-4245/cve_org
https://cve.report/api/cve/CVE-2009-4245.json
https://cve.report/CVE-2009-4245.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows

Application Realnetworks Realplayer 10.0 All
Application Realnetworks Realplayer 10.5 All
Application Realnetworks Realplayer 11.0 All
Application Realnetworks Realplayer 11.0.1 All
Application Realnetworks Realplayer 11.0.2 All
Application Realnetworks Realplayer 11.0.3 All
Application Realnetworks Realplayer 11.0.4 All
Application Realnetworks Realplayer 11.0.5 All
Application Realnetworks Realplayer Enterprise All All
Application Realnetworks Realplayer Sp 1.0.0 All
Application Realnetworks Realplayer Sp 1.0.1 All

Vendor Declared Affected Products

All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

Repository / Oval Repository

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
helixcommunity.org/viewcvs/datatype/image/gif/lcommon/pub/gifcodec.h

Red Hat update for HelixPlayer - Secunia.com

404 Not Found

[Datatype-cvs] image/gif/common gifcodec.cpp, 1.6, 1.7 gifimage.cpp, 1.5, 1.6

RealPlayer and StarSearch by Real Official Homepage — Real.com

Multiple RealNetworks Products Multiple Remote Vulnerabilities

osvdb.org/61969

SecurityTracker.com Archives - RealPlayer Buffer Overflows Let Remote Users Execute Arbitrary Code
rhn.redhat.com | Red Hat Support

IBM X-Force Exchange

404 Not Found

RealPlayer Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
Bug 561441 — CVE-2009-4245 HelixPlayer / RealPlayer: compressed GIF heap overflow
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4 |
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http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer
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http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer_enterprise
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer_sp
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer_sp
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9998
http://www.vupen.com/english/advisories/2010/0178
https://helixcommunity.org/viewcvs/datatype/image/gif/common/pub/gifcodec.h?view=log#rev1.5
http://secunia.com/advisories/38450
https://helixcommunity.org/viewcvs/datatype/image/gif/common/gifimage.cpp?view=log#rev1.6
http://lists.helixcommunity.org/pipermail/datatype-cvs/2008-July/008455.html
http://service.real.com/realplayer/security/01192010_player/en/
http://www.securityfocus.com/bid/37880
http://osvdb.org/61969
http://securitytracker.com/id?1023489
http://www.redhat.com/support/errata/RHSA-2010-0094.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/55800
https://helixcommunity.org/viewcvs/datatype/image/gif/common/gifcodec.cpp?view=log#rev1.7
http://secunia.com/advisories/38218
https://bugzilla.redhat.com/show_bug.cgi?id=561441
https://www.cve.org/CVERecord?id=CVE-2009-4245
https://nvd.nist.gov/vuln/detail/CVE-2009-4245

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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