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CVE CVE-2009-4269
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-08-16 20:00:00 UTC
Updated 2011-01-26 06:41:00 UTC
Description The password hash generation algorithm in the BUILTIN authentication functionality for Apache Derby before 10.6.1.0 perfc

/ |

1|

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Derby All All All Al

Reference Source
Apache Derby 10.6.1.0 Release CONFIRM
Apache Derby 'BUILTIN' Authentication Insecure Password Hashing Vulnerability BID
Oracle Critical Patch Update Pre-Release Announcement - January 2011 CONFIRM
marcellmajor.com | 522: Connection timed out MISC
Oracle Health Sciences - InForm Authentication Scheme Security Issue - Advisories - Community SECUNIA
'TANNOUNCE] Apache Derby 10.6.1.0 released' - MARC MLIST

Oracle Industry Applications Bugs Let Remote Users Partially Deny Service, Access Data, and Modify Data - SecurityTracker SECTRACK

[DERBY-4483] Provide a way to change the hash algorithm used by BUILTIN authentication - ASF JIRA CONFIRM
Apache Derby "BUILTIN" Authentication Scheme Security Issue - Advisories - Community SECUNIA
404 Not Found MISC
Webmail - OVH VUPEN
CVE Program record CVE.ORG

NVD vulnerability detail NVD



https://cve.report/
https://cve.report/CVE-2009-4269/mitre
https://cve.report/CVE-2009-4269/nist
https://cve.report/CVE-2009-4269/cve_org
https://cve.report/CVE-2009-4269.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/derby
http://db.apache.org/derby/releases/release-10.6.1.0.cgi#Fix+for+Security+Bug+CVE-2009-4269
http://www.securityfocus.com/bid/42637
http://www.oracle.com/technetwork/topics/security/cpujan2011-194091.html
http://marcellmajor.com/derbyhash.html
http://secunia.com/advisories/42970
http://marc.info/?l=apache-db-general&m=127428514905504&w=1
http://www.securitytracker.com/id?1024977
https://issues.apache.org/jira/browse/DERBY-4483
http://secunia.com/advisories/42948
http://blogs.sun.com/kah/entry/derby_10_6_1_has
http://www.vupen.com/english/advisories/2011/0149
https://www.cve.org/CVERecord?id=CVE-2009-4269
https://nvd.nist.gov/vuln/detail/CVE-2009-4269
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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