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Summary

CVE CVE-2009-4293

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-10 23:30:00 UTC

Updated 2017-08-17 01:31:00 UTC

Description Internet Initiative Japan SEIL/X1, SEIL/X2, and SEIL/B1 firmware 2.30 through 2.51, when NAT is enabled, allows remote attackers to cause a denial of service (system restart) via crafted GRE packets.

Risk And Classification

Problem Types: CWE-16

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Iij Seil/b1 All All All All

Application Iij Seil/b1 Firmware 2.30 All All All

Application Iij Seil/b1 Firmware 2.40 All All All

Application Iij Seil/b1 Firmware 2.41 All All All

Application Iij Seil/b1 Firmware 2.42 All All All

Application Iij Seil/b1 Firmware 2.50 All All All

Application Iij Seil/b1 Firmware 2.51 All All All

Hardware Iij Seil/x1 All All All All

Application Iij Seil/x1 Firmware 2.30 All All All

Application Iij Seil/x1 Firmware 2.40 All All All

Application Iij Seil/x1 Firmware 2.41 All All All

Application Iij Seil/x1 Firmware 2.42 All All All

Application Iij Seil/x1 Firmware 2.50 All All All

Application Iij Seil/x1 Firmware 2.51 All All All

Hardware Iij Seil/x2 All All All All

Application Iij Seil/x2 Firmware 2.30 All All All

Application Iij Seil/x2 Firmware 2.40 All All All

https://cve.report/
https://cve.report/CVE-2009-4293/mitre
https://cve.report/CVE-2009-4293/nist
https://cve.report/CVE-2009-4293/cve_org
https://cve.report/api/cve/CVE-2009-4293.json
https://cve.report/CVE-2009-4293.pdf
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/b1
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/b1_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/b1_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/b1_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/b1_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/b1_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/b1_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x1
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x1_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x1_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x1_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x1_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x1_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x1_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware


Application Iij Seil/x2 Firmware 2.40 All All All

Application Iij Seil/x2 Firmware 2.41 All All All

Application Iij Seil/x2 Firmware 2.42 All All All

Application Iij Seil/x2 Firmware 2.50 All All All

Application Iij Seil/x2 Firmware 2.51 All All All

Hardware Iij Seil/b1 All All All All

Hardware Iij Seil/b1 All All All All

Application Iij Seil/b1 Firmware 2.30 All All All

Application Iij Seil/b1 Firmware 2.40 All All All

Application Iij Seil/b1 Firmware 2.41 All All All

Application Iij Seil/b1 Firmware 2.42 All All All

Application Iij Seil/b1 Firmware 2.50 All All All

Application Iij Seil/b1 Firmware 2.51 All All All

Application Iij Seil/b1 Firmware 2.30 All All All

Application Iij Seil/b1 Firmware 2.40 All All All

Application Iij Seil/b1 Firmware 2.41 All All All

Application Iij Seil/b1 Firmware 2.42 All All All

Application Iij Seil/b1 Firmware 2.50 All All All

Application Iij Seil/b1 Firmware 2.51 All All All

Hardware Iij Seil/x1 All All All All

Hardware Iij Seil/x1 All All All All

Application Iij Seil/x1 Firmware 2.30 All All All

Application Iij Seil/x1 Firmware 2.40 All All All

Application Iij Seil/x1 Firmware 2.41 All All All

Application Iij Seil/x1 Firmware 2.42 All All All

Application Iij Seil/x1 Firmware 2.50 All All All

Application Iij Seil/x1 Firmware 2.51 All All All

Application Iij Seil/x1 Firmware 2.30 All All All

Application Iij Seil/x1 Firmware 2.40 All All All

Application Iij Seil/x1 Firmware 2.41 All All All

Application Iij Seil/x1 Firmware 2.42 All All All

Application Iij Seil/x1 Firmware 2.50 All All All

Application Iij Seil/x1 Firmware 2.51 All All All

Hardware Iij Seil/x2 All All All All

Hardware Iij Seil/x2 All All All All

Application Iij Seil/x2 Firmware 2.30 All All All
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Application Iij Seil/x2 Firmware 2.40 All All All

Application Iij Seil/x2 Firmware 2.41 All All All

Application Iij Seil/x2 Firmware 2.42 All All All

Application Iij Seil/x2 Firmware 2.50 All All All

Application Iij Seil/x2 Firmware 2.51 All All All

Application Iij Seil/x2 Firmware 2.30 All All All

Application Iij Seil/x2 Firmware 2.40 All All All

Application Iij Seil/x2 Firmware 2.41 All All All

Application Iij Seil/x2 Firmware 2.42 All All All

Application Iij Seil/x2 Firmware 2.50 All All All

Application Iij Seil/x2 Firmware 2.51 All All All

References

Reference Source

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

GREパケットに対するNAT処理に関する脆弱性 CONFIRM

59361 OSVDB

JVNDB-2009-000070 - JVN iPedia JVNDB

IBM X-Force Exchange XF

JVN#13011682 SEIL/X Series and SEIL/B1 denial of service vulnerability JVN

SEIL Routers Denial of Service and Buffer Overflow Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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