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Summary

CVE CVE-2009-4332

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-16 18:30:00 UTC

Updated 2010-06-29 04:00:00 UTC

Description db2pd in the Problem Determination component in IBM DB2 9.1 before FP7 and 9.5 before FP5 allows attackers to cause a denial of service (NULL pointer dereference and application termination) via unspecified vectors.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Db2 9.1 All All All

Application Ibm Db2 9.1 fp1 All All

Application Ibm Db2 9.1 fp2 All All

Application Ibm Db2 9.1 fp3 All All

Application Ibm Db2 9.1 fp3a All All

Application Ibm Db2 9.1 fp4 All All

Application Ibm Db2 9.1 fp4a All All

Application Ibm Db2 9.1 fp5 All All

Application Ibm Db2 9.1 fp6 All All

Application Ibm Db2 9.1 fp6a All All

Application Ibm Db2 9.5 All All All

Application Ibm Db2 9.5 fp1 All All

Application Ibm Db2 9.5 fp2 All All

Application Ibm Db2 9.5 fp2a All All

Application Ibm Db2 9.5 fp3 All All

Application Ibm Db2 9.5 fp3a All All

Application Ibm Db2 9.5 fp3b All All
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Application Ibm Db2 9.5 fp3b All All

Application Ibm Db2 9.7 All All All

Application Ibm Db2 9.1 All All All

Application Ibm Db2 9.1 fp1 All All

Application Ibm Db2 9.1 fp2 All All

Application Ibm Db2 9.1 fp3 All All

Application Ibm Db2 9.1 fp3a All All

Application Ibm Db2 9.1 fp4 All All

Application Ibm Db2 9.1 fp4a All All

Application Ibm Db2 9.1 fp5 All All

Application Ibm Db2 9.1 fp6 All All

Application Ibm Db2 9.1 fp6a All All

Application Ibm Db2 9.5 All All All

Application Ibm Db2 9.5 fp1 All All

Application Ibm Db2 9.5 fp2 All All

Application Ibm Db2 9.5 fp2a All All

Application Ibm Db2 9.5 fp3 All All

Application Ibm Db2 9.5 fp3a All All

Application Ibm Db2 9.5 fp3b All All

Application Ibm Db2 9.7 All All All

References

Reference Source Link

ftp.software.ibm.com/ps/products/db2/fixes/english-us/aparlist/db2_v95/APARLIST.TXT CONFIRM ftp.software.ibm.com

IBM Fix List for DB2 Version 9.5 for Linux, UNIX and Windows - United States CONFIRM www-01.ibm.com

IBM IZ28509: DB2PD IS VULNERABLE TO 'COMMAND TERMINATION' DUE TO NULL POINTER ACCESS. AIXAPAR www-01.ibm.com

ftp.software.ibm.com/ps/products/db2/fixes/english-us/aparlist/db2_v91/APARLIST.TXT CONFIRM ftp.software.ibm.com

IBM DB2 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

IZ28510: DB2PD IS VULNERABLE TO 'COMMAND TERMINATION' DUE TO NULL POINTER ACCESS. AIXAPAR www-01.ibm.com

IBM notice: The page you requested cannot be displayed CONFIRM www-01.ibm.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

IBM DB2 prior to 9.5 Fix Pack 5 Multiple Unspecified Security Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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