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CVE-2009-4363

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Application Framework from Horde contain the
following vulnerability:

Text_Filter/lib/Horde/Text/Filter/Xss.php in Horde Application
Framework before 3.3.6, Horde Groupware before 1.2.5, and Horde
Groupware Webmail Edition before 1.2.5 does not properly handle
data: URIs, which allows remote attackers to conduct cross-site
scripting (XSS) attacks via data:text/html values for the HREF attribute

of an A element in an HTML e-mail message. NOTE: the vendor states that the issue is
caused by "an XSS vulnerability in Firefox browsers."

CVSS2 Score: 4.3 - MEDIUM

Access
Vector

Access
Complexity

Authentication

NETWORK MEDIUM NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

NONE PARTIAL NONE

CVE References

Description Tags Link

'[announce] Horde Groupware Webmail Edition 1.2.5 (final)' -
MARC

Patch

marc.info

text/html

 MLIST [announce] 20091217 Horde
Groupware Webmail Edition 1.2.5 (final)

Tickets :: [#8715] XSS vulnerability Exploit

web.archive.org

text/html

Inactive Link Not Archived

 CONFIRM bugs.horde.org/ticket/8715

'[announce] Horde Groupware 1.2.5 (final)' - MARC Patch

marc.info

text/html

 MLIST [announce] 20091216 Horde
Groupware 1.2.5 (final)

CVE-2009-4363 has been assigned by  cve@mitre.org to track the vulnerability

 �

�

https://cve.report/
https://cve.report/CVE-2009-4363/mitre
https://cve.report/CVE-2009-4363/nist
https://cve.report/CVE-2009-4363/cve_org
https://cve.report/CVE-2009-4363.pdf
http://cve.report/software/horde/application_framework
http://cve.report/vendor/horde
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://marc.info/?l=horde-announce&m=126101076422179&w=2
https://web.archive.org/web/2009/http://bugs.horde.org/ticket/8715
http://marc.info/?l=horde-announce&m=126100750018478&w=2


text/html

SecurityTracker.com Archives - Horde Application Framework
Input Validation Flaw in Administrator Scripts Permits Cross-
Site Scripting Attacks

securitytracker.com

text/html

 SECTRACK 1023365

Version Control :: Diff for horde/docs/CHANGES between
version 1.515.2.559 and 1.515.2.589

cvs.horde.org

text/html

 CONFIRM
cvs.horde.org/diff.php/horde/docs/CHANGES?
r1=1.515.2.559&r2=1.515.2.589&ty=h

Tickets Exploit

bugs.horde.org

text/x-diff

 CONFIRM bugs.horde.org/view.php?
actionID=view_file&type=patch&file=0002-
Bug-8715-Fix-XSS-
vulnerability%5B1%5D.patch&ticket=8715

[announce] Horde 3.3.6 (final) Patch

lists.horde.org

text/html

 MLIST [announce] 20091215 Horde 3.3.6
(final)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Horde Application Framework 2.0 All All All

Application Horde Application Framework 2.1 All All All

Application Horde Application Framework 2.1.3 All All All

Application Horde Application Framework 2.2 All All All

Application Horde Application Framework 2.2.1 All All All

Application Horde Application Framework 2.2.3 All All All

Application Horde Application Framework 2.2.4 All All All

Application Horde Application Framework 2.2.4_rc1 All All All

Application Horde Application Framework 2.2.5 All All All

Application Horde Application Framework 2.2.6 All All All

Application Horde Application Framework 3.0 All All All

Application Horde Application Framework 3.0.1 All All All

Application Horde Application Framework 3.0.2 All All All

Application Horde Application Framework 3.0.3 All All All

Application Horde Application Framework 3.0.4 All All All

Application Horde Application Framework 3.0.6 All All All

Application Horde Application Framework 3.0.7 All All All

Application Horde Application Framework 3.0.8 All All All

Application Horde Application Framework 3.0.9 All All All
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Application Horde Application Framework 3.0.9 All All All

Application Horde Application Framework 3.1 All All All

Application Horde Application Framework 3.1.1 All All All

Application Horde Application Framework 3.2 All All All

Application Horde Application Framework 3.2.1 All All All

Application Horde Application Framework 3.2.2 All All All

Application Horde Application Framework 3.2.3 All All All

Application Horde Application Framework 3.2.4 All All All

Application Horde Application Framework 3.3 All All All

Application Horde Application Framework 3.3.1 All All All

Application Horde Application Framework 3.3.2 All All All

Application Horde Application Framework 3.3.3 All All All

Application Horde Application Framework 3.3.4 All All All

Application Horde Application Framework 2.0 All All All

Application Horde Application Framework 2.1 All All All

Application Horde Application Framework 2.1.3 All All All

Application Horde Application Framework 2.2 All All All

Application Horde Application Framework 2.2.1 All All All

Application Horde Application Framework 2.2.3 All All All

Application Horde Application Framework 2.2.4 All All All

Application Horde Application Framework 2.2.4_rc1 All All All

Application Horde Application Framework 2.2.5 All All All

Application Horde Application Framework 2.2.6 All All All

Application Horde Application Framework 3.0 All All All

Application Horde Application Framework 3.0.1 All All All

Application Horde Application Framework 3.0.2 All All All

Application Horde Application Framework 3.0.3 All All All

Application Horde Application Framework 3.0.4 All All All

Application Horde Application Framework 3.0.6 All All All

Application Horde Application Framework 3.0.7 All All All

Application Horde Application Framework 3.0.8 All All All

Application Horde Application Framework 3.0.9 All All All

Application Horde Application Framework 3.1 All All All

Application Horde Application Framework 3.1.1 All All All

Application Horde Application Framework 3.2 All All All

Application Horde Application Framework 3.2.1 All All All
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Application Horde Application Framework 3.2.2 All All All

Application Horde Application Framework 3.2.3 All All All

Application Horde Application Framework 3.2.4 All All All

Application Horde Application Framework 3.3 All All All

Application Horde Application Framework 3.3.1 All All All

Application Horde Application Framework 3.3.2 All All All

Application Horde Application Framework 3.3.3 All All All

Application Horde Application Framework 3.3.4 All All All

Application Horde Application Framework All All All All

Application Horde Groupware 1.0 All All All

Application Horde Groupware 1.0 rc1 All All

Application Horde Groupware 1.0 rc2 All All

Application Horde Groupware 1.0.1 All All All

Application Horde Groupware 1.0.2 All All All

Application Horde Groupware 1.0.3 All All All

Application Horde Groupware 1.0.4 All All All

Application Horde Groupware 1.0.5 All All All

Application Horde Groupware 1.0.6 All All All

Application Horde Groupware 1.0.7 All All All

Application Horde Groupware 1.0.8 All All All

Application Horde Groupware 1.1 All All All

Application Horde Groupware 1.1 rc1 All All

Application Horde Groupware 1.1 rc2 All All

Application Horde Groupware 1.1 rc3 All All

Application Horde Groupware 1.1 rc4 All All

Application Horde Groupware 1.1.1 All All All

Application Horde Groupware 1.1.2 All All All

Application Horde Groupware 1.1.3 All All All

Application Horde Groupware 1.1.4 All All All

Application Horde Groupware 1.1.5 All All All

Application Horde Groupware 1.1.6 All All All

Application Horde Groupware 1.2 All All All

Application Horde Groupware 1.2 rc1 All All

Application Horde Groupware 1.2.1 All All All

Application Horde Groupware 1.2.2 All All All
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Application Horde Groupware 1.2.3 All All All

Application Horde Groupware 1.2.3 rc1 All All

Application Horde Groupware 1.0 All All All

Application Horde Groupware 1.0 rc1 All All

Application Horde Groupware 1.0 rc2 All All

Application Horde Groupware 1.0.1 All All All

Application Horde Groupware 1.0.2 All All All

Application Horde Groupware 1.0.3 All All All

Application Horde Groupware 1.0.4 All All All

Application Horde Groupware 1.0.5 All All All

Application Horde Groupware 1.0.6 All All All

Application Horde Groupware 1.0.7 All All All

Application Horde Groupware 1.0.8 All All All

Application Horde Groupware 1.1 All All All

Application Horde Groupware 1.1 rc1 All All

Application Horde Groupware 1.1 rc2 All All

Application Horde Groupware 1.1 rc3 All All

Application Horde Groupware 1.1 rc4 All All

Application Horde Groupware 1.1.1 All All All

Application Horde Groupware 1.1.2 All All All

Application Horde Groupware 1.1.3 All All All

Application Horde Groupware 1.1.4 All All All

Application Horde Groupware 1.1.5 All All All

Application Horde Groupware 1.1.6 All All All

Application Horde Groupware 1.2 All All All

Application Horde Groupware 1.2 rc1 All All

Application Horde Groupware 1.2.1 All All All

Application Horde Groupware 1.2.2 All All All

Application Horde Groupware 1.2.3 All All All

Application Horde Groupware 1.2.3 rc1 All All

Application Horde Groupware All All All All

cpe:2.3:a:horde:application_framework:2.0:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:2.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:2.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:2.2:*:*:*:*:*:*:*:
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cpe:2.3:a:horde:application_framework:2.2:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:2.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:2.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:2.2.4:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:2.2.4_rc1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:2.2.5:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:2.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.0:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.2:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.2.4:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.3:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.3.2:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.3.3:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.3.4:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:2.0:*:*:*:*:*:*:*:



cpe:2.3:a:horde:application_framework:2.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:2.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:2.2:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:2.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:2.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:2.2.4:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:2.2.4_rc1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:2.2.5:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:2.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.0:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.2:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.2.4:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.3:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.3.2:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.3.3:*:*:*:*:*:*:*:



cpe:2.3:a:horde:application_framework:3.3.3:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:3.3.4:*:*:*:*:*:*:*:

cpe:2.3:a:horde:application_framework:*:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0:rc1:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1:rc1:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1:rc2:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1:rc3:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1:rc4:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.2:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.2:rc1:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.2.2:*:*:*:*:*:*:*:



cpe:2.3:a:horde:groupware:1.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.2.3:rc1:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0:rc1:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1:rc1:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1:rc2:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1:rc3:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1:rc4:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.2:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.2:rc1:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.2.2:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:a:horde:groupware:1.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:1.2.3:rc1:*:*:*:*:*:*:

cpe:2.3:a:horde:groupware:*:*:*:*:*:*:*:*:
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