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Summary

CVE CVE-2009-4387

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-22 23:30:00 UTC

Updated 2009-12-23 05:00:00 UTC

Description The cross-site scripting (XSS) protection mechanism in ShowInContentAreaAction.do in ManageEngine Password Manager Pro (PMP) before 6.1 Build 6104 uses case-sensitive checks for malicious inputs, which allows remote attackers to inject arbitrary web script or HTML via the searchtext parameter and other unspecified inputs.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Manageengine Password Manager Pro 4.6 All All All

Application Manageengine Password Manager Pro 4.7 All All All

Application Manageengine Password Manager Pro 4.8 All All All

Application Manageengine Password Manager Pro 5.0 All All All

Application Manageengine Password Manager Pro 5.1 All All All

Application Manageengine Password Manager Pro 5.2 All All All

Application Manageengine Password Manager Pro 5.3 All All All

Application Manageengine Password Manager Pro 5.4 All All All

Application Manageengine Password Manager Pro 6.0 All All All

Application Manageengine Password Manager Pro 4.6 All All All

Application Manageengine Password Manager Pro 4.7 All All All

Application Manageengine Password Manager Pro 4.8 All All All

Application Manageengine Password Manager Pro 5.0 All All All

Application Manageengine Password Manager Pro 5.1 All All All

Application Manageengine Password Manager Pro 5.2 All All All

Application Manageengine Password Manager Pro 5.3 All All All

Application Manageengine Password Manager Pro 5.4 All All All
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Application Manageengine Password Manager Pro 5.4 All All All

Application Manageengine Password Manager Pro 6.0 All All All

Application Manageengine Password Manager Pro All All All All

Application Manageengine Password Manager Pro All - standard All

Application Manageengine Password Manager Pro6.1 All free All All

References

Reference Source Link Tags

VDB-4063 | ManageEngine Password Manager Pro searchtext Script Injection (von scip AG) MISC www.scip.ch Patch

ManageEngine - Customer Support and discussion forums for ManageEngine CONFIRM forums.manageengine.com

Privileged Password Management | Password Manager Pro CONFIRM www.manageengine.com Patch

www.scip.ch/publikationen/advisories/scip_advisory-4063_manageengine_pmp_... MISC www.scip.ch Exploit

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Patch, Vendor Advisory

ManageEngine Password Manager Pro Cross Site Scripting Vulnerability BID www.securityfocus.com

Password Manager Pro "searchtext" Cross-Site Scripting Vulnerability - Secunia.com SECUNIA secunia.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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