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Summary

CVE CVE-2009-4409

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-23 21:30:00 UTC

Updated 2010-01-06 05:00:00 UTC

Description The (1) CHAP and (2) MS-CHAP-V2 authentication capabilities in the PPP Access Concentrator (PPPAC) function in Internet Initiative Japan SEIL/B1 firmware 1.00 through 2.52 use the same challenge for each authentication attempt, which allows remote attackers to bypass authentication via a replay attack.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Iij Seil/b1 1.00 All All All

Hardware Iij Seil/b1 2.01 All All All

Hardware Iij Seil/b1 2.10 All All All

Hardware Iij Seil/b1 2.20 All All All

Hardware Iij Seil/b1 2.30 All All All

Hardware Iij Seil/b1 2.40 All All All

Hardware Iij Seil/b1 2.41 All All All

Hardware Iij Seil/b1 2.42 All All All

Hardware Iij Seil/b1 2.50 All All All

Hardware Iij Seil/b1 2.51 All All All

Hardware Iij Seil/b1 2.52 All All All

Hardware Iij Seil/b1 1.00 All All All

Hardware Iij Seil/b1 2.01 All All All

Hardware Iij Seil/b1 2.10 All All All

Hardware Iij Seil/b1 2.20 All All All

Hardware Iij Seil/b1 2.30 All All All

Hardware Iij Seil/b1 2.40 All All All
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Hardware Iij Seil/b1 2.40 All All All

Hardware Iij Seil/b1 2.41 All All All

Hardware Iij Seil/b1 2.42 All All All

Hardware Iij Seil/b1 2.50 All All All

Hardware Iij Seil/b1 2.51 All All All

Hardware Iij Seil/b1 2.52 All All All

Hardware Iij Seil/b1 1.00 All All All

Hardware Iij Seil/b1 2.01 All All All

Hardware Iij Seil/b1 2.10 All All All

Hardware Iij Seil/b1 2.20 All All All

Hardware Iij Seil/b1 2.30 All All All

Hardware Iij Seil/b1 2.40 All All All

Hardware Iij Seil/b1 2.41 All All All

Hardware Iij Seil/b1 2.42 All All All

Hardware Iij Seil/b1 2.50 All All All

Hardware Iij Seil/b1 2.51 All All All

Hardware Iij Seil/b1 2.52 All All All

References

Reference Source Link

SEIL Routers PPP Access Concentrator Replay Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

JVN#49602378 SEIL/B1 authentication issue JVN jvn.jp

IIJ | SEIL Series | [脆弱性情報] CONFIRM www.seil.jp

JVNDB-2009-000079 JVNDB jvndb.jvn.jp

61118 OSVDB www.osvdb.org

SEIL/B1 PPP Access Concentrator Authentication Bypass Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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