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CVE CVE-2009-4411
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2009-12-24 16:30:00 UTC
Updated 2017-08-17 01:31:00 UTC
Description The (1) setfacl and (2) getfacl commands in XFS acl 2.2.47, when running in recursive (-R) mode, follow symbolic links eve

1|

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Xfs Acl 2.2.47 All
Application Xfs Acl 2.2.47 All

Edition

All

All

Language
All

All

References

Reference

XFS Acl Recursive Symlink Processing Security Issue - Secunia.com

XFS ACL 'setfacl' and 'getfacl' Symbolic Link Handling Security Bypass Vulnerability
#499076 - CVE-2009-4411: Physical walk no longer ignores all symlinks - Debian Bug report logs
[security-announce] SUSE Security Summary Report: SUSE-SR:2010:002

Bug 790 — getfacl 2.2.47 follows symlinks, even without -L

SUSE Update for Multiple Packages - Secunia.com

acl.git - acl

oss-security - CVE request: acl 2.2.47 always follows symlinks

61302

Support / Security / Advisories / / MDVSA-2009:345 | Mandriva

IBM X-Force Exchange

CVE Program record

Source

SECUNIA

BID

CONFIRM

SUSE

CONFIRM

SECUNIA

CONFIRM

MLIST

OSvDB

MANDRIVA

XF

CVE.ORG

Link

secunia.com
www.securityfocus.com
bugs.debian.org
lists.opensuse.org
0ss.sgi.com
secunia.com
git.savannah.gnu.org
www.openwall.com
osvdb.org
www.mandriva.com
exchange.xforce.ibmcloud.
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https://cve.report/
https://cve.report/CVE-2009-4411/mitre
https://cve.report/CVE-2009-4411/nist
https://cve.report/CVE-2009-4411/cve_org
https://cve.report/api/cve/CVE-2009-4411.json
https://cve.report/CVE-2009-4411.pdf
http://cve.report/vendor/xfs
http://cve.report/software/xfs/acl
http://cve.report/vendor/xfs
http://cve.report/software/xfs/acl
http://secunia.com/advisories/37907
http://www.securityfocus.com/bid/37455
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=499076
http://lists.opensuse.org/opensuse-security-announce/2010-02/msg00000.html
http://oss.sgi.com/bugzilla/show_bug.cgi?id=790
http://secunia.com/advisories/38420
http://git.savannah.gnu.org/cgit/acl.git/commit/?id=63451a0
http://www.openwall.com/lists/oss-security/2009/12/23/2
http://osvdb.org/61302
http://www.mandriva.com/security/advisories?name=MDVSA-2009:345
https://exchange.xforce.ibmcloud.com/vulnerabilities/55004
https://www.cve.org/CVERecord?id=CVE-2009-4411

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2010-01-21 Tomas Hoger Not vulnerable. This issue did not affect the versions of acl as shipped with Red Hat Enterprise

-l
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There are currently no legacy QID mappings associated with this CVE.
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