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Summary

CVE CVE-2009-4413

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-24 16:30:00 UTC

Updated 2010-02-26 07:10:00 UTC

Description The httpClientDiscardBody function in client.c in Polipo 0.9.8, 0.9.12, 1.0.4, and possibly other versions, allows remote attackers to cause a denial of service (crash) via a request with a large Content-Length value, which triggers an integer overflow, a signed-to-unsigned conversion error with a negative value, and a segmentation fault.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pps.jussieu Polipo 0.9.12 All All All

Application Pps.jussieu Polipo 0.9.8 All All All

Application Pps.jussieu Polipo 1.0.4 All All All

Application Pps.jussieu Polipo 0.9.12 All All All

Application Pps.jussieu Polipo 0.9.8 All All All

Application Pps.jussieu Polipo 1.0.4 All All All

References

Reference Source Link

Polipo Denial of Service Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Polipo Multiple Remote Denial Of Service Vulnerabilities BID www.securityfocus.com

oss-security - CVE request: polipo DoS via overly large "Content-Length" header MLIST www.openwall.com

Debian -- Security Information -- DSA-2002-1 polipo DEBIAN www.debian.org

#560779 - polipo: DoS via overly large "Content-Length" header - Debian Bug report logs CONFIRM bugs.debian.org

Polipo 1.0.4 Remote Memory Corruption 0day PoC EXPLOIT-DB www.exploit-db.com

Security Advisory SA38647 - Debian update for polipo - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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