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Description

/

CVE CVE-2009-4415
State PUBLIC
Assigner

cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
2009-12-24 16:30:00 UTC

2017-08-17 01:31:00 UTC

Risk And Classification

Multiple directory traversal vulnerabilities in phpGroupWare 0.9.16.12, and possibly other versions before 0.9.16.014, allow

1|

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor

Application

Application

Phpgroupware

Phpgroupware

Product Version Update Edition
Phpgroupware 0.9.16.12 All All
Phpgroupware 0.9.16.12 All All

Language
All

All

References

Reference Source
[phpgroupware] Diff of /branches/Version-0_9_16-branch/addressbook/csv_import.php CONFIRM
56177 OSVDB
phpGroupWare Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com  SECUNIA
[phpgroupware] Revision 19117 CONFIRM
[phpgroupware] Diff of /branches/Version-0_9_16-branch/phpgwapi/doc/CHANGELOG CONFIRM
56180 OSvDB
IBM X-Force Exchange XF
phpGroupWare Multiple Input Validation Vulnerabilities BID
[phpgroupware] Diff of /branches/Version-0_9_16-branch/addressbook/inc/class.uiXport.inc.php CONFIRM
oss-security - CVE request: phpgroupware MLIST
IBM X-Force Exchange XF

CVE Program record CVE.ORG

Link
svn.savannah.gnu.org
www.osvdb.org
secunia.com
svn.savannah.gnu.org
svn.savannah.gnu.org
www.osvdb.org
exchange.xforce.ibmclot
www.securityfocus.com
svn.savannah.gnu.org
www.openwall.com
exchange.xforce.ibmclot
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https://cve.report/
https://cve.report/CVE-2009-4415/mitre
https://cve.report/CVE-2009-4415/nist
https://cve.report/CVE-2009-4415/cve_org
https://cve.report/api/cve/CVE-2009-4415.json
https://cve.report/CVE-2009-4415.pdf
http://cve.report/vendor/phpgroupware
http://cve.report/software/phpgroupware/phpgroupware
http://cve.report/vendor/phpgroupware
http://cve.report/software/phpgroupware/phpgroupware
http://svn.savannah.gnu.org/viewvc/branches/Version-0_9_16-branch/addressbook/csv_import.php?r1=15464&r2=19117&pathrev=19117&sortby=date&root=phpgroupware
http://www.osvdb.org/56177
http://secunia.com/advisories/35519
http://svn.savannah.gnu.org/viewvc?view=rev&root=phpgroupware&sortby=date&revision=19117
http://svn.savannah.gnu.org/viewvc/branches/Version-0_9_16-branch/phpgwapi/doc/CHANGELOG?r1=17045&r2=19117&pathrev=19117&sortby=date&root=phpgroupware
http://www.osvdb.org/56180
https://exchange.xforce.ibmcloud.com/vulnerabilities/51924
http://www.securityfocus.com/bid/35761
http://svn.savannah.gnu.org/viewvc/branches/Version-0_9_16-branch/addressbook/inc/class.uiXport.inc.php?r1=14819&r2=19117&pathrev=19117&sortby=date&root=phpgroupware
http://www.openwall.com/lists/oss-security/2009/12/20/1
https://exchange.xforce.ibmcloud.com/vulnerabilities/51921
https://www.cve.org/CVERecord?id=CVE-2009-4415
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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