VE-2009-4417
Published on: 12/24/2009 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:25:23 PM UTC

CVE-2009-4417

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACLAUNCNIPAN Certain versions of Framework from Zend contain the following
’ vulnerability:

The shutdown function in the Zend_Log_Writer_Mail class in Zend
Framework (ZF) allows context-dependent attackers to send arbitrary
e-mail messages to any recipient address via vectors related to "events
not yet mailed."

CVE-2009-4417 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Suspekt... » Blog Archive » Advisory 03/2009: Piwik Bl MISC www.suspekt.org/2009/12/09/advisory-
Cookie unserialize() Vulnerability 032009-piwik-cookie-unserialize-vulnerability/
Advisory 03/2009: Piwik Cookie unserialize() (G MISC www.sektioneins.de/en/advisories/advisory-
Vulnerability « SektionEins GmbH 032009-piwik-cookie-unserialize-vulnerability/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.



https://cve.report/
https://cve.report/CVE-2009-4417/mitre
https://cve.report/CVE-2009-4417/nist
https://cve.report/CVE-2009-4417/cve_org
https://cve.report/CVE-2009-4417.pdf
http://cve.report/software/zend/framework
http://cve.report/vendor/zend
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.suspekt.org/2009/12/09/advisory-032009-piwik-cookie-unserialize-vulnerability/
https://web.archive.org/web/2009/http://www.sektioneins.de/en/advisories/advisory-032009-piwik-cookie-unserialize-vulnerability/
mailto:%20comment@cve.report

There are currently no QIDs associated with this CVE
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kKKK LKLk,

kKK kKK,

kKK kKK,
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dkak Lk akkuk.
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UM 2.0 QLT U QHISWUIN LUV Ve« o e e e
cpe:2.3:a:zend:framework:1.0.0:rc3:*:*:**:*::
cpe:2.3:a:zend:framework:1.0. 1
cpe:2.3:a:zend:framework:1.0.2:
cpe:2.3:a:zend:framework:1.0.3:

cpe:2.3:a:zend:framework:1.0.4:

cpe:2.3:a:zend:framework:1.5.0:

dkak kR akak.

cpe:2.3:a:zend:framework:1.5.0:rc3:

cpe:2.3:a:zend:framework:1.5.1:* s

cpe:2.3:a:zend:framework:1.5.2:* % **

cpe:2.3:a:zend:framework:1.5.3:%:% "%

cpe:2.3:a:zend:framework:1.6.0:*:* "

cpe:2.3:a:zend:framework:1.6.1:%:%:" %

cpe:2.3:a:zend:framework:1.6.2:%:%:":*

cpe:2.3:a:zend:framework:1.7.0:*: "

dkakakkakak.

cpe:2.3:a:zend:framework:1.7.0:preview:*:*:*:*:*:*:

cpe:2.3:a:zend:framework:1.7.1:%% " 0

cpe:2.3:a:zend:framework:1.7.2:%:% "

cpe:2.3:a:zend:framework:1.7.3:*:* "

cpe:2.3:a:zend:framework:1.7.4:%* "

cpe:2.3:a:zend:framework:1.7.5:%* "

cpe:2.3:a:zend:framework:1.7.6:%:*:*

cpe:2.3:a:zend:framework:1.7. 7%



cpe:2.3:a:zend:framework:1.7.8:*:* "

cpe:2.3:a:zend:framework:1.8.0:*:*:*:*

KKk KKk,

cpe:2.3:a:zend:framework:1.8.0:beta_1:*:*:*:*:*:*:

cpe:2.3:a:zend:framework:1.8.1:

cpe:2.3:a:zend:framework:1.8.2:**

cpe:2.3:a:zend:framework:1.8.3:

cpe:2.3:a:zend:framework:1.8.4:

cpe:2.3:a:zend:framework:1.9:* " **

cpe:2.3:a:zend:framework:1.9.0:**

dkakak ok akak,

cpe:2.3:a:zend:framework:1.9.0:alpha_1:*:*:* ™

Kk KoKk ok,

cpe:2.3:a:zend:framework:1.9.0:beta_1:*:*:*:*:*:*:

cpe:2.3:a:zend:framework:1.9.1:%: "

cpe:2.3:a:zend:framework:1.9.2:%:% "%

cpe:2.3:a:zend:framework:1.9.3:*:%:" "

cpe:2.3:a:zend:framework:1.9.4:%:%:" "

cpe:2.3:a:zend:framework:1.9.5:%:%:" "

dkakukkakak.

cpe:2.3:a:zend:framework:0.1.5:preview:*:*:*:*:*:*:

dkakakkakak.

cpe:2.3:a:zend:framework:0.2.0:preview:*:*:*:*:*:*;

kKK kKK,

cpe:2.3:a:zend:framework:0.9.0:beta:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:zend:framework:0.9.1:beta:*:*:*:*:*:*:

ARk kL kKK,

cpe:2.3:a:zend:framework:0.9.2:beta:*:*:*:*:*:*:



KKk kKK,

cpe:2.3:a:zend:framework:0.9.3:beta:*:*:*:*:*:*:

cpe:2.3:a:zend:framework:1.0.0:*:*:*

dkak Lk akukak.

cpe:2.3:a:zend:framework:1.0.0:rct

dkak Lk akakak.

cpe:2.3:a:zend:framework:1.0.0:rc3:

cpe:2.3:a:zend:framework:1.0. 1

cpe:2.3:a:zend:framework:1.0.2:*

cpe:2.3:a:zend:framework:1.0.3:

cpe:2.3:a:zend:framework:1.0.4:

cpe:2.3:a:zend:framework:1.5.0:* s

Kk ok akakak.

cpe:2.3:a:zend:framework:1.5.0:preview:*:*:*:*:*:*:

Rk kR akak.

cpe:2.3:a:zend:framework:1.5.0:rc1 s

cpe:2.3:a:zend:framework:1.5.1:%: "%

cpe:2.3:a:zend:framework:1.5.2:%:% "%

cpe:2.3:a:zend:framework:1.5.3:%:%:" "

cpe:2.3:a:zend:framework:1.6.0:*:*:": "

cpe:2.3:a:zend:framework:1.6.1:*:% "
cpe:2.3:a:zend:framework:1.6.2:%:%:":*
cpe:2.3:a:zend:framework:1.7.0:*:% "
cpe:2.3:a:zend:framework:1.7.0:preview:*:*:*:*:*:*;
cpe:2.3:a:zend:framework:1.7.1:%% "
cpe:2.3:a:zend:framework:1.7.2:%:* "

cpe:2.3:a:zend:framework:1.7.3:*:* "

cpe:2.3:a:zend:framework:1.7.4:%* "



cpe:2.3:a:zend:framework:1.7.5:%* %

cpe:2.3:a:zend:framework:1.7.6:%:* "

cpe:2.3:a:zend:framework:1.7.7:

cpe:2.3:a:zend:framework:1.7.8:

cpe:2.3:a:zend:framework:1.8.0:

dkak Lk akakak.

cpe:2.3:a:zend:framework:1.8.0:alpha_1:*: "
cpe:2.3:a:zend:framework:1.8.0:beta_1:*:*:*:*:*:*:
cpe:2.3:a:zend:framework:1.8.1:*
cpe:2.3:a:zend:framework:1.8.2:*** ¥
cpe:2.3:a:zend:framework:1.8.3:****
cpe:2.3:a:zend:framework:1.8.4:***

cpe:2.3:a:zend:framework:1.9:*:* %%

cpe:2.3:a:zend:framework:1.9.0:* 7 %%

cpe:2.3:a:zend:framework:1.9.1:%: "

cpe:2.3:a:zend:framework:1.9.2:%:%:":*

cpe:2.3:a:zend:framework:1.9.3:%: "

cpe:2.3:a:zend:framework:1.9.4:%:%:" "

cpe:2.3:a:zend:framework:1.9.5:%:%:" "

akLk kK KLk Lk Lk,

cpe:2.3:a:zend:framework:*: ;" "

No vendor comments have been submitted for this CVE
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