
CVE-2009-4440
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2009-4440

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-28 19:30:00 UTC

Updated 2010-06-13 19:15:00 UTC

Description Directory Proxy Server (DPS) in Sun Java System Directory Server Enterprise Edition 6.0 through 6.3.1 does not properly handle multiple client connections within a short time window, which allows remote attackers to hijack the backend connection of an authenticated user, and obtain the privileges of this user, by making a client connection in opportunistic circumstances, related to "long binds," aka Bug Ids 6828462 and 6823593.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun Java System Directory Server 6.0 All enterprise All

Application Sun Java System Directory Server 6.1 enterprise All All

Application Sun Java System Directory Server 6.2 enterprise All All

Application Sun Java System Directory Server 6.3 enterprise All All

Application Sun Java System Directory Server 6.0 All enterprise All

Application Sun Java System Directory Server 6.1 enterprise All All

Application Sun Java System Directory Server 6.2 enterprise All All

Application Sun Java System Directory Server 6.3 enterprise All All

References

Reference

#141958-01: Sun Java(TM) System Directory Proxy Server 6.3.1 Update 1 Patch

#270789: Directory Proxy Server Provided with Directory Server Enterprise Edition 6 is Subject to Denial of Service (DoS) and May Allow Unauthorized Access to Certain Data

Sun Java System Directory Server Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

SecurityTracker.com Archives - Sun Java System Directory Server Bugs Let Remote Users Obtain Data and Deny Service

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Sun Java System Directory Server Multiple Remote Vulnerabilities
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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