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Summary

CVE CVE-2009-4463

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-30 20:00:00 UTC

Updated 2018-10-10 19:49:00 UTC

Description Intellicom NetBiter WebSCADA devices use default passwords for the HICP network configuration service, which makes it easier for remote attackers to modify network settings and cause a denial of service. NOTE: this is only a vulnerability when the administrator does not follow recommendations in the product's installation documentation. NOTE: this issue was originally reported to be hard-coded passwords, not default passwords.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Intellicom Netbiter Webscada Firmware 3.11.0 All All All

Hardware Intellicom Netbiter Webscada Firmware 3.11.1 All All All

Hardware Intellicom Netbiter Webscada Firmware 3.11.2 All All All

Hardware Intellicom Netbiter Webscada Firmware 3.12.4 All All All

Hardware Intellicom Netbiter Webscada Firmware 3.12.6 All All All

Hardware Intellicom Netbiter Webscada Firmware 3.13.0 beta All All

Hardware Intellicom Netbiter Webscada Firmware 3.13.1 All All All

Hardware Intellicom Netbiter Webscada Firmware 3.13.2 All All All

Hardware Intellicom Netbiter Webscada Firmware 3.20.0 All All All

Hardware Intellicom Netbiter Webscada Firmware 3.30.0 All All All

Hardware Intellicom Netbiter Webscada Firmware 3.30.1 All All All

Hardware Intellicom Netbiter Webscada Firmware 3.30.2 b184 All All

Hardware Intellicom Netbiter Webscada Firmware 3.11.0 All All All

Hardware Intellicom Netbiter Webscada Firmware 3.11.1 All All All

Hardware Intellicom Netbiter Webscada Firmware 3.11.2 All All All

Hardware Intellicom Netbiter Webscada Firmware 3.12.4 All All All

Hardware Intellicom Netbiter Webscada Firmware 3.12.6 All All All
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Hardware Intellicom Netbiter Webscada Firmware 3.12.6 All All All

Hardware Intellicom Netbiter Webscada Firmware 3.13.0 beta All All

Hardware Intellicom Netbiter Webscada Firmware 3.13.1 All All All

Hardware Intellicom Netbiter Webscada Firmware 3.13.2 All All All

Hardware Intellicom Netbiter Webscada Firmware 3.20.0 All All All

Hardware Intellicom Netbiter Webscada Firmware 3.30.0 All All All

Hardware Intellicom Netbiter Webscada Firmware 3.30.1 All All All

Hardware Intellicom Netbiter Webscada Firmware 3.30.2 b184 All All

Hardware Intellicom Netbiter Webscada Ws100 All All All All

Hardware Intellicom Netbiter Webscada Ws100 All All All All

Hardware Intellicom Netbiter Webscada Ws200 All All All All

Hardware Intellicom Netbiter Webscada Ws200 All All All All

References

Reference Source Link Tags

401 Unauthorized MISC reversemode.com Exploit

VU#902793 - IntelliCom NetBiter devices have default HICP passwords CERT-VN www.kb.cert.org US Government Resource

SecurityFocus BUGTRAQ www.securityfocus.com

61506 OSVDB www.osvdb.org

Parked at Loopia MISC support.intellicom.se

48Bits Blog » Blog Archive » Exposing HMS HICP Protocol + 0day ‘light’ MISC blog.48bits.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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