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CVE-2009-4532

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2009-12-31 19:30:00 UTC

2017-08-17 01:31:00 UTC

Cross-site scripting (XSS) vulnerability in the Webform module 5.x before 5.x-2.8 and 6.x before 6.x-2.8, a module for Drup.

| 1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Drupal Drupal All All All All
Drupal Drupal All All All All
Nathan Haug Webform 5.x-1.10 All All All
Nathan Haug Webform 5.x-1.2 All All All
Nathan Haug Webform 5.x-1.3 All All All
Nathan Haug Webform 5.x-1.4 All All All
Nathan Haug Webform 5.x-1.5 All All All
Nathan Haug Webform 5.x-1.6 All All All
Nathan Haug Webform 5.x-1.7 All All All
Nathan Haug Webform 5.x-1.8 All All All
Nathan Haug Webform 5.x-1.9 All All All
Nathan Haug Webform 5.x-1.x-dev All All All
Nathan Haug Webform 5.x-2.0 All All All
Nathan Haug Webform 5.x-2.0-betal All All All
Nathan Haug Webform 5.x-2.0-betal All All All
Nathan Haug Webform 5.x-2.0-beta?2 All All All
Nathan Haug Webform 5.x-2.0-beta3 All All All
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Application Nathan Haug Webform 5.x-1.x-dev All All All
Application Nathan Haug Webform 5.x-2.0 All All All
Application Nathan Haug Webform 5.x-2.0-betal All All All
Application Nathan Haug Webform 5.x-2.0-betat All All All
Application Nathan Haug Webform 5.x-2.0-beta2 All All All
Application Nathan Haug Webform 5.x-2.0-betal All All All
Application Nathan Haug Webform 5.x-2.1 All All All
Application Nathan Haug Webform 5.x-2.1.1 All All All
Application Nathan Haug Webform 5x-2.1.2 All All All
Application Nathan Haug Webform 5x-2.1.3 All All All
Application Nathan Haug Webform 5.x-2.2 All All All
Application Nathan Haug Webform 5.x-2.3 All All All
Application Nathan Haug Webform 5.x-2.4 All All All
Application Nathan Haug Webform 5.x-2.5 All All All
Application Nathan Haug Webform 5.x-2.6 All All All
Application Nathan Haug Webform 5.x-2.x-dev All All All
Application Nathan Haug Webform 6.x-2.0-betat All All All
Application Nathan Haug Webform 6.x-2.0-beta2 All All All
Application Nathan Haug Webform 6.x-2.0-betal All All All
Application Nathan Haug Webform 6.x-2.0-betad All All All
Application Nathan Haug Webform 6.x-2.0-betab All All All
Application Nathan Haug Webform 6.x-2.0-betab All All All
Application Nathan Haug Webform 6.x-2.1 All All All
Application Nathan Haug Webform 6.x-2.1-1 All All All
Application Nathan Haug Webform 6.x-2.1.2 All All All
Application Nathan Haug Webform 6.x-2.1.3 All All All
Application Nathan Haug Webform 6.x-2.2 All All All
Application Nathan Haug Webform 6.x-2.3 All All All
Application Nathan Haug Webform 6.x-2.4 All All All
Application Nathan Haug Webform 6.x-2.5 All All All
Application Nathan Haug Webform 6.x-2.6 All All All
Application Nathan Haug Webform 6.x-2.x-dev All All All
Application Nathan Haug Webform All All All All
Application Nathan Haug Webform All All All All
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Reference

Drupal Webform Module Script Insertion and Information Disclosure Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.c
Drupal Webform Module HTML Injection and Information Disclosure Vulnerabilities

58945

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

SA-CONTRIB-2009-074- Webform - Multiple vulnerabilities | drupal.org

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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