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Source Priority CVE Program / NVD first with legacy fallback

Published 2010-01-04 21:30:00 UTC
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Description sendmail before 8.14.4 does not properly handle a "\0' character in a Common Name (CN) field of an X.509 certificate, whic
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Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Sendmail Sendmail 2.6 All All All
Application Sendmail Sendmail 2.6.1 All All All
Application Sendmail Sendmail 3.0 All All All
Application Sendmail Sendmail 3.0.1 All All All
Application Sendmail Sendmail 4.1 All All All
Application Sendmail Sendmail 4.55 All All All
Application Sendmail Sendmail 5 All All All
Application Sendmail Sendmail 5.59 All All All
Application Sendmail Sendmail 5.61 All All All
Application Sendmail Sendmail 5.65 All All All
Application Sendmail Sendmail 8.10 All All All
Application Sendmail Sendmail 8.10.0 All All All
Application Sendmail Sendmail 8.10.1 All All All
Application Sendmail Sendmail 8.10.2 All All All
Application Sendmail Sendmail 8.11.0 All All All
Application Sendmail Sendmail 8.11.1 All All All
Application Sendmail Sendmail 8.11.2 All All All
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Reference Source
Repository / Oval Repository OVAL
Debian update for sendmail - Secunia.com SECUNIA
[security-announce] SUSE Security Summary Report: SUSE-SR:2010:006 SUSE
Sun Solaris Sendmail SSL Certificate Spoofing Vulnerability - Advisories - Community SECUNIA
Webmail - OVH VUPEN
Red Hat update for sendmail - Secunia.com SECUNIA
Webmail - OVH VUPEN
HP-UX update for sendmail - Advisories - Community SECUNIA
SUSE Update for Multiple Packages - Advisories - Community SECUNIA
Sendmail 8.14.4 - sendmail.org CONFIRM
1021797 SUNALERT
Sendmail NULL Character CA SSL Certificate Validation Security Bypass Vulnerability BID
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
Sendmail SSL Certificate NULL Character Spoofing Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com  SECUNIA
Repository / Oval Repository OVAL
Debian -- Security Information -- DSA-1985-1 sendmail DEBIAN
"[security bulletin] HPSBUX02508 SSRT100007 rev.1 - HP-UX Running sendmail with STARTTLS Enabled, Rem' - MARC HP
Gentoo Linux Documentation -- sendmail: X.509 NULL spoofing vulnerability GENTOO
Support REDHAT
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2010-01-21 Tomas Hoger Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.cor
4 |

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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http://secunia.com/advisories/39088
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http://www.sendmail.org/releases/8.14.4
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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