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Summary

CVE CVE-2009-4568

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-01-05 19:00:00 UTC

Updated 2010-02-24 07:19:00 UTC

Description Cross-site scripting (XSS) vulnerability in Webmin before 1.500 and Usermin before 1.430 allows remote attackers to inject arbitrary web script or HTML via unspecified vectors.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Webmin Usermin 0.4 All All All

Application Webmin Usermin 0.5 All All All

Application Webmin Usermin 0.6 All All All

Application Webmin Usermin 0.7 All All All

Application Webmin Usermin 0.8 All All All

Application Webmin Usermin 0.9 All All All

Application Webmin Usermin 0.91 All All All

Application Webmin Usermin 0.92 All All All

Application Webmin Usermin 0.93 All All All

Application Webmin Usermin 0.94 All All All

Application Webmin Usermin 0.95 All All All

Application Webmin Usermin 0.96 All All All

Application Webmin Usermin 0.97 All All All

Application Webmin Usermin 0.98 All All All

Application Webmin Usermin 0.99 All All All

Application Webmin Usermin 1.000 All All All

Application Webmin Usermin 1.010 All All All

https://cve.report/
https://cve.report/CVE-2009-4568/mitre
https://cve.report/CVE-2009-4568/nist
https://cve.report/CVE-2009-4568/cve_org
https://cve.report/CVE-2009-4568.pdf
http://cve.report/vendor/webmin
http://cve.report/software/webmin/usermin
http://cve.report/vendor/webmin
http://cve.report/software/webmin/usermin
http://cve.report/vendor/webmin
http://cve.report/software/webmin/usermin
http://cve.report/vendor/webmin
http://cve.report/software/webmin/usermin
http://cve.report/vendor/webmin
http://cve.report/software/webmin/usermin
http://cve.report/vendor/webmin
http://cve.report/software/webmin/usermin
http://cve.report/vendor/webmin
http://cve.report/software/webmin/usermin
http://cve.report/vendor/webmin
http://cve.report/software/webmin/usermin
http://cve.report/vendor/webmin
http://cve.report/software/webmin/usermin
http://cve.report/vendor/webmin
http://cve.report/software/webmin/usermin
http://cve.report/vendor/webmin
http://cve.report/software/webmin/usermin
http://cve.report/vendor/webmin
http://cve.report/software/webmin/usermin
http://cve.report/vendor/webmin
http://cve.report/software/webmin/usermin
http://cve.report/vendor/webmin
http://cve.report/software/webmin/usermin
http://cve.report/vendor/webmin
http://cve.report/software/webmin/usermin
http://cve.report/vendor/webmin
http://cve.report/software/webmin/usermin
http://cve.report/vendor/webmin
http://cve.report/software/webmin/usermin


Application Webmin Usermin 1.010 All All All

Application Webmin Usermin 1.020 All All All

Application Webmin Usermin 1.030 All All All

Application Webmin Usermin 1.040 All All All

Application Webmin Usermin 1.051 All All All

Application Webmin Usermin 1.060 All All All

Application Webmin Usermin 1.070 All All All

Application Webmin Usermin 1.080 All All All

Application Webmin Usermin 1.090 All All All

Application Webmin Usermin 1.100 All All All

Application Webmin Usermin 1.110 All All All

Application Webmin Usermin 1.120 All All All

Application Webmin Usermin 1.130 All All All

Application Webmin Usermin 1.140 All All All

Application Webmin Usermin 1.150 All All All

Application Webmin Usermin 1.210 All All All

Application Webmin Usermin 1.220 All All All

Application Webmin Usermin 1.230 All All All

Application Webmin Usermin 1.240 All All All

Application Webmin Usermin 1.250 All All All

Application Webmin Usermin 1.260 All All All

Application Webmin Usermin 1.270 All All All

Application Webmin Usermin 1.280 All All All

Application Webmin Usermin 1.3 All All All

Application Webmin Usermin 0.4 All All All

Application Webmin Usermin 0.5 All All All

Application Webmin Usermin 0.6 All All All

Application Webmin Usermin 0.7 All All All

Application Webmin Usermin 0.8 All All All

Application Webmin Usermin 0.9 All All All

Application Webmin Usermin 0.91 All All All

Application Webmin Usermin 0.92 All All All

Application Webmin Usermin 0.93 All All All

Application Webmin Usermin 0.94 All All All

Application Webmin Usermin 0.95 All All All

Application Webmin Usermin 0.96 All All All
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Application Webmin Usermin 0.97 All All All

Application Webmin Usermin 0.98 All All All

Application Webmin Usermin 0.99 All All All

Application Webmin Usermin 1.000 All All All

Application Webmin Usermin 1.010 All All All

Application Webmin Usermin 1.020 All All All

Application Webmin Usermin 1.030 All All All

Application Webmin Usermin 1.040 All All All

Application Webmin Usermin 1.051 All All All

Application Webmin Usermin 1.060 All All All

Application Webmin Usermin 1.070 All All All

Application Webmin Usermin 1.080 All All All

Application Webmin Usermin 1.090 All All All

Application Webmin Usermin 1.100 All All All

Application Webmin Usermin 1.110 All All All

Application Webmin Usermin 1.120 All All All

Application Webmin Usermin 1.130 All All All

Application Webmin Usermin 1.140 All All All

Application Webmin Usermin 1.150 All All All

Application Webmin Usermin 1.210 All All All

Application Webmin Usermin 1.220 All All All

Application Webmin Usermin 1.230 All All All

Application Webmin Usermin 1.240 All All All

Application Webmin Usermin 1.250 All All All

Application Webmin Usermin 1.260 All All All

Application Webmin Usermin 1.270 All All All

Application Webmin Usermin 1.280 All All All

Application Webmin Usermin 1.3 All All All

Application Webmin Usermin All All All All

Application Webmin Webmin 0.1 All All All

Application Webmin Webmin 0.2 All All All

Application Webmin Webmin 0.21 All All All

Application Webmin Webmin 0.22 All All All

Application Webmin Webmin 0.3 All All All

Application Webmin Webmin 0.31 All All All

Application Webmin Webmin 0.4 All All All
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Application Webmin Webmin 0.4 All All All

Application Webmin Webmin 0.41 All All All

Application Webmin Webmin 0.42 All All All

Application Webmin Webmin 0.5 All All All

Application Webmin Webmin 0.51 All All All

Application Webmin Webmin 0.6 All All All

Application Webmin Webmin 0.7 All All All

Application Webmin Webmin 0.76 All All All

Application Webmin Webmin 0.77 All All All

Application Webmin Webmin 0.78 All All All

Application Webmin Webmin 0.79 All All All

Application Webmin Webmin 0.80 All All All

Application Webmin Webmin 0.83 All All All

Application Webmin Webmin 0.84 All All All

Application Webmin Webmin 0.85 All All All

Application Webmin Webmin 0.88 All All All

Application Webmin Webmin 0.90 All All All

Application Webmin Webmin 0.91 All All All

Application Webmin Webmin 0.92 All All All

Application Webmin Webmin 0.92.1 All All All

Application Webmin Webmin 0.93 All All All

Application Webmin Webmin 0.94 All All All

Application Webmin Webmin 0.95 All All All

Application Webmin Webmin 0.950 All All All

Application Webmin Webmin 0.96 All All All

Application Webmin Webmin 0.960 All All All

Application Webmin Webmin 0.97 All All All

Application Webmin Webmin 0.970 All All All

Application Webmin Webmin 0.98 All All All

Application Webmin Webmin 0.980 All All All

Application Webmin Webmin 0.99 All All All

Application Webmin Webmin 0.990 All All All

Application Webmin Webmin 1.0.10 All All All

Application Webmin Webmin 1.0.20 All All All

Application Webmin Webmin 1.0.30 All All All

Application Webmin Webmin 1.0.40 All All All
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Application Webmin Webmin 1.0.50 All All All

Application Webmin Webmin 1.0.51 All All All

Application Webmin Webmin 1.0.60 All All All

Application Webmin Webmin 1.0.70 All All All

Application Webmin Webmin 1.0.80 All All All

Application Webmin Webmin 1.0.90 All All All

Application Webmin Webmin 1.1.00 All All All

Application Webmin Webmin 1.1.10 All All All

Application Webmin Webmin 1.1.20 All All All

Application Webmin Webmin 1.1.21 All All All

Application Webmin Webmin 1.1.30 All All All

Application Webmin Webmin 1.1.40 All All All

Application Webmin Webmin 1.1.50 All All All

Application Webmin Webmin 1.1.60 All All All

Application Webmin Webmin 1.2.20 All All All

Application Webmin Webmin 1.2.30 All All All

Application Webmin Webmin 1.2.40 All All All

Application Webmin Webmin 1.2.50 All All All

Application Webmin Webmin 1.2.60 All All All

Application Webmin Webmin 1.2.70 All All All

Application Webmin Webmin 1.2.80 All All All

Application Webmin Webmin 1.2.90 All All All

Application Webmin Webmin 1.3.20 All All All

Application Webmin Webmin 1.3.30 All All All

Application Webmin Webmin 1.335 All All All

Application Webmin Webmin 1.336 All All All

Application Webmin Webmin 1.337 All All All

Application Webmin Webmin 1.340 All All All

Application Webmin Webmin 1.343 All All All

Application Webmin Webmin 1.360 All All All

Application Webmin Webmin 1.370 All All All

Application Webmin Webmin 0.1 All All All

Application Webmin Webmin 0.2 All All All

Application Webmin Webmin 0.21 All All All

Application Webmin Webmin 0.22 All All All
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Application Webmin Webmin 0.3 All All All

Application Webmin Webmin 0.31 All All All

Application Webmin Webmin 0.4 All All All

Application Webmin Webmin 0.41 All All All

Application Webmin Webmin 0.42 All All All

Application Webmin Webmin 0.5 All All All

Application Webmin Webmin 0.51 All All All

Application Webmin Webmin 0.6 All All All

Application Webmin Webmin 0.7 All All All

Application Webmin Webmin 0.76 All All All

Application Webmin Webmin 0.77 All All All

Application Webmin Webmin 0.78 All All All

Application Webmin Webmin 0.79 All All All

Application Webmin Webmin 0.80 All All All

Application Webmin Webmin 0.83 All All All

Application Webmin Webmin 0.84 All All All

Application Webmin Webmin 0.85 All All All

Application Webmin Webmin 0.88 All All All

Application Webmin Webmin 0.90 All All All

Application Webmin Webmin 0.91 All All All

Application Webmin Webmin 0.92 All All All

Application Webmin Webmin 0.92.1 All All All

Application Webmin Webmin 0.93 All All All

Application Webmin Webmin 0.94 All All All

Application Webmin Webmin 0.95 All All All

Application Webmin Webmin 0.950 All All All

Application Webmin Webmin 0.96 All All All

Application Webmin Webmin 0.960 All All All

Application Webmin Webmin 0.97 All All All

Application Webmin Webmin 0.970 All All All

Application Webmin Webmin 0.98 All All All

Application Webmin Webmin 0.980 All All All

Application Webmin Webmin 0.99 All All All

Application Webmin Webmin 0.990 All All All

Application Webmin Webmin 1.0.10 All All All

Application Webmin Webmin 1.0.20 All All All
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Application Webmin Webmin 1.0.20 All All All

Application Webmin Webmin 1.0.30 All All All

Application Webmin Webmin 1.0.40 All All All

Application Webmin Webmin 1.0.50 All All All

Application Webmin Webmin 1.0.51 All All All

Application Webmin Webmin 1.0.60 All All All

Application Webmin Webmin 1.0.70 All All All

Application Webmin Webmin 1.0.80 All All All

Application Webmin Webmin 1.0.90 All All All

Application Webmin Webmin 1.1.00 All All All

Application Webmin Webmin 1.1.10 All All All

Application Webmin Webmin 1.1.20 All All All

Application Webmin Webmin 1.1.21 All All All

Application Webmin Webmin 1.1.30 All All All

Application Webmin Webmin 1.1.40 All All All

Application Webmin Webmin 1.1.50 All All All

Application Webmin Webmin 1.1.60 All All All

Application Webmin Webmin 1.2.20 All All All

Application Webmin Webmin 1.2.30 All All All

Application Webmin Webmin 1.2.40 All All All

Application Webmin Webmin 1.2.50 All All All

Application Webmin Webmin 1.2.60 All All All

Application Webmin Webmin 1.2.70 All All All

Application Webmin Webmin 1.2.80 All All All

Application Webmin Webmin 1.2.90 All All All

Application Webmin Webmin 1.3.20 All All All

Application Webmin Webmin 1.3.30 All All All

Application Webmin Webmin 1.335 All All All

Application Webmin Webmin 1.336 All All All

Application Webmin Webmin 1.337 All All All

Application Webmin Webmin 1.340 All All All

Application Webmin Webmin 1.343 All All All

Application Webmin Webmin 1.360 All All All

Application Webmin Webmin 1.370 All All All

Application Webmin Webmin All All All All
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Reference Source Link Tags

Webmin CONFIRM www.webmin.com Patch, Vendor Advisory

Webmin and Usermin Unspecified Cross-Site Scripting Vulnerability BID www.securityfocus.com Patch

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Patch, Vendor Advisory

Support / Security / Advisories / / MDVSA-2010:036 | Mandriva MANDRIVA www.mandriva.com

Webmin / Usermin Unspecified Cross-Site Scripting Vulnerability - Advisories - Community SECUNIA secunia.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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