
CVE-2009-4737
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2009-4737

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-04-06 22:30:00 UTC

Updated 2017-08-17 01:31:00 UTC

Description Stack-based buffer overflow in JustSystems Corporation Ichitaro 13, 2004 through 2009, Viewer 2009 19.0.1.0 and earlier, and other versions allows context-dependent attackers to execute arbitrary code via a crafted Rich Text File (RTF), related to "pvpara ffooter."

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Justsystems Ichitaro 13 All All All

Application Justsystems Ichitaro 2004 All All All

Application Justsystems Ichitaro 2005 All All All

Application Justsystems Ichitaro 2006 All All All

Application Justsystems Ichitaro 2006 - government All

Application Justsystems Ichitaro 2007 All All All

Application Justsystems Ichitaro 2007 - government All

Application Justsystems Ichitaro 2008 All All All

Application Justsystems Ichitaro 2008 - government All

Application Justsystems Ichitaro 2009 All All All

Application Justsystems Ichitaro 2009 - government All

Application Justsystems Ichitaro 2009 - trial All

Application Justsystems Ichitaro bungei All All All

Application Justsystems Ichitaro 13 All All All

Application Justsystems Ichitaro 2004 All All All

Application Justsystems Ichitaro 2005 All All All

Application Justsystems Ichitaro 2006 All All All
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Application Justsystems Ichitaro 2006 All All All

Application Justsystems Ichitaro 2006 - government All

Application Justsystems Ichitaro 2007 All All All

Application Justsystems Ichitaro 2007 - government All

Application Justsystems Ichitaro 2008 All All All

Application Justsystems Ichitaro 2008 - government All

Application Justsystems Ichitaro 2009 All All All

Application Justsystems Ichitaro 2009 - government All

Application Justsystems Ichitaro 2009 - trial All

Application Justsystems Ichitaro bungei All All All

Application Justsystems Ichitaro Viewer 19.0.1.0 All All All

Application Justsystems Ichitaro Viewer 20.0.2.0 All All All

Application Justsystems Ichitaro Viewer 19.0.1.0 All All All

Application Justsystems Ichitaro Viewer 20.0.2.0 All All All

References

Reference Source
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www.fourteenforty.jp/research/advisory.cgi MISC

JustSystems Ichitaro RTF File Buffer Overflow Vulnerability BID

[JS09002]一太郎の脆弱性を悪用した不正なプログラムの実行危険性について (update: 2009.4.8) | お知らせ | ジャストシステム CONFIRM

IBM X-Force Exchange XF

JVNDB-2009-000018 JVNDB

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

JustSystems Ichitaro Products RTF Processing Buffer Overflow - Secunia.com SECUNIA

「一太郎シリーズ」におけるセキュリティ上の弱点（脆弱性）の注意喚起：IPA 独立行政法人 情報処理推進機構 MISC

JVN#33846134 Ichitaro series buffer overflow vulnerability JVN

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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