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Summary

CVE CVE-2009-4777

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-04-21 14:30:00 UTC

Updated 2017-08-17 01:31:00 UTC

Description Unspecified vulnerability in multiple versions of Hitachi JP1/Automatic Job Management System 2 - View, JP1/Integrated Management - View, and JP1/Cm2/SNMP System Observer, allows remote attackers to cause a denial of service ("abnormal" termination) via vectors related to the display of an "invalid GIF file."

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-00 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-00-/a All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-51 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-51-/n All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-51-n1 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-71 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-71-/m All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-71-m1 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 07-00 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 07-00-/g All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 07-50 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 07-50-17 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 08-00 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 08-00-04 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 08-00-13 All All

Application Hitachi Job Management Partner 1/integrated Management-view 08-01 All All

Application Hitachi Job Management Partner 1/integrated Manager-console View 06-00 All All
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Application Hitachi Job Management Partner 1/integrated Manager-console View 06-00 All All

Application Hitachi Job Management Partner 1/integrated Manager-console View 06-71 All All

Application Hitachi Job Management Partner 1/integrated Manager-view 07-00 All All

Application Hitachi Job Management Partner 1/performance Management/snmp System Observer 07-00 All All

Application Hitachi Job Management Partner 1/snmp System Observer 06-51 All All

Application Hitachi Job Management Partner 1/snmp System Observer 06-51-/a All All

Application Hitachi Job Management Partner 1/snmp System Observer 06-71 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-00 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-00-\/a All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-51 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-51-n1 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-51-\/n All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-71 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-71-m1 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-71-\/m All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 07-00 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 07-00-\/g All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 07-50 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 07-50-17 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 08-00 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 08-00-04 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 08-00-13 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-00 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-00-\/a All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-51 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-51-n1 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-51-\/n All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-71 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-71-m1 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 06-71-\/m All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 07-00 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 07-00-\/g All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 07-50 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 07-50-17 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 08-00 All All

Application Hitachi Job Management Partner 1/automatic Job Management System 2-view 08-00-04 All All
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Application Hitachi Jp1/automatic Job Management System 2-view 07-10 All All
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Application Hitachi Jp1/automatic Job Management System 2-view 07-10-10 All All

Application Hitachi Jp1/automatic Job Management System 2-view 07-10-11 All All

Application Hitachi Jp1/automatic Job Management System 2-view 07-11 All All

Application Hitachi Jp1/automatic Job Management System 2-view 07-11-15 All All
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Application Hitachi Jp1/automatic Job Management System 2-view 07-50-17 All All

Application Hitachi Jp1/automatic Job Management System 2-view 08-00 All All

Application Hitachi Jp1/automatic Job Management System 2-view 08-00-13 All All
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Application Hitachi Jp1/automatic Job Management System 2-view 08-00-13 All All

Application Hitachi Jp1/automatic Job Management System 2-view 08-01 All All

Application Hitachi Jp1/automatic Job Management System 2-view 08-01-05 All All

Application Hitachi Jp1/automatic Job Management System 2-view 08-10 All All

Application Hitachi Jp1/automatic Job Management System 2-view 08-10-11 All All

Application Hitachi Jp1/automatic Job Management System 2-view 08-50 All All

Application Hitachi Jp1/automatic Job Management System 2-view 08-50-08 All All

Application Hitachi Jp1/cm2/snmp System Observer 08-00 All All

Application Hitachi Jp1/cm2/snmp System Observer 08-00-09 All All

Application Hitachi Jp1/integrated Management-view 08-00 All All

Application Hitachi Jp1/integrated Management-view 08-50-06 All All

Application Hitachi Jp1/integrated Manager-console View 06-00 All All

Application Hitachi Jp1/integrated Manager-console View 06-71 All All

Application Hitachi Jp1/integrated Manager-view 07-00 All All

Application Hitachi Jp1/integrated Manager-view 07-51 All All
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Application Hitachi Jp1/automatic Job Management System 2-view 07-00 All All

Application Hitachi Jp1/automatic Job Management System 2-view 07-00-g1 All All

Application Hitachi Jp1/automatic Job Management System 2-view 07-10 All All
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Operating System Hp Hp-ux All All All

Operating System Hp Hp-ux All All All

Operating System Microsoft Windows All All All

Operating System Microsoft Windows All All All

Operating System Sun Solaris All All All

Operating System Sun Solaris All All All
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IBM X-Force Exchange

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

57832

Hitachi Products GIF Processing Denial of Service Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com

Hitachi Multiple Products GIF File Parsing Denial of Service Vulnerability

Problem where JP1/Automatic Job Management System 2 - View, JP1/Integrated Management - View, and JP1/Cm2/SNMP System Observer abnormally terminate when an invalid GIF file is displayed: Software Vulnerability Information: Software: Hitachi

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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